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(54) information processing system for licensing content 



(57) A client (1 -1 ,1 -2) receives an encrypted content 
from a content server (3). The lieader of the content in- 
cludes license-identifying infomialion for identifying a li- 
cense required in utilization of the content. The client 
requests a license server (4) to transmit a license Iden- 
tified by the license-identifying information. When re- 
ceiving the request for a license, the license server (4) 



carries out a charging process before transmitting Ihe 
license to the client(1-1). The client stores the license 
received from the license server. The stored license 
serves as a condition for encrypting and playing back 
the content. As a result, a content can be distributed with 
a high degree of freedom and only an authorized user 
is capable of utilizing the content. 
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Description 

BACKGROUND OF THE INVENTION 

[0001] In general, the present Invention relates to an 
infonnalion-processing method, an Informalion- 
processlng apparatus, a program slorage medium, a li- 
cense server and a program. 

[0002] Embodiments of the present invention relate to 
an Information-processing method and an information- 
processing apparatus, which are used for preventing a 
content from being copied and used illegally without a 
license from the owner of the content copyright, a pro- 
gram for implementing the information-processing 
method and a program storage medium for storing the 
program. 

[0003] In recent years, a user provides musical data 
owned by itself to another user and receives musical da- 
ta not owned by itself from another user through the In- 
ternet in a content-exchanging system that allows a plu- 
rality of users to exchange musical data for free of 
charge. 

[0004] In such a content-exchanging system, theoret- 
ically, music or another content owned by one user can 
thus be enjoyed by other users. Therefore, many users 
do not have to purchase such a piece of music and such 
a content. As a result, since such a piece of music or 
such a content is not well sold, the owner of the content 
copyright loses an opportunity to gain a royalty for the 
use of the piece of music or the content accompanying 
the sales of the piece of music or the content. 
[0005] In society, there is thus a demand for preven- 
tion of a content from being copied and used Illegally. 

SUMIVIARY OF THE INVENTION 

[0006] Embodiments of the present invention seek to 
address the problems described above to reliably pre- 
vent a content from being used illegally. 
[0007] In accordance with an aspect of the present in- 
vention, there is provided an information-processing ap- 
paratus for allowing usage of a content by requiring a 
license for using the content. The information-process- 
ing apparatus includes: 

content storage means for storing a license-speci- 
fying infomiation for specifying the license required 
by the user in using the content, encrypted data of 
the content and key infomiation required for de- 
crypting the encrypted data of the content; 
license storage means for storing the license Includ- 
ing a content-specifying infomiation for specifying 
the content, the use of which is allowed; 
judgment means for fomnihg a judgment as to 
whether or not the license required by the user in 
using the content has been stored in the license 
storage means; and 

decryption means, which is used for decrypting the 



encrypted data of the content on condition that an 
outcome of the judgment fonned by the judgment 
means indicates that the license required by the us- 
er in using the content has been stored in the 11- 
5 cense storage means. 

[0008] The inrormalion-processing apparatus further 
includes transmission means for transmitting a license 
request including the license- Identification information 
10 for identifying the license required by the user in using 
the content and receiving means for receiving the li- 
cense transmitted by a license server. In addition, the 
license received by the receiving means is stored in the 
license storage means. 

[0009] The information -processing apparatus further 
includes reproducing means for reproducing the con- 
tent's data decrypted by the decryption means, wherein 
the data of the content is text data, image data, audio 
data, moving-picture data or a combination of them. 
[0010] The information -processing apparatus further 
includes device-node-key storage means for storing a 
device node key. The key information includes an EKB 
(Enabling Key Block). The decryption means decrypts 
the EKB (Enabling Key Block) by using the device node 
key stored in the device-node-key storage means, and 
decrypts data of the content by using a root key obtained 
as a result of decryption of the EKB. 
[0011] In the information-processing apparatus, the 
key information further includes a content key encrypted 
by using the root key of the EKB (Enabling Key Block). 
The data of the content is encrypted by using the content 
key. The decryption means decrypts the data of the con- 
tent encrypted by using the content key by using the root 
key obtained as a result of decryption of the EKB (Ena- 
bling Key Block) by using the device node key stored in 
the device-node-key storage means. 
[001 2] In the information-processing apparatus, the li- 
cense further includes usage-condition information 
showing a condition for using the content, use of which 
is allowed by the Ibense. 

[0013] In the information-processing apparatus, the li- 
cense further includes an electronic signature signed by 
using a secret key of a license server. 
[0014] The infomnation-processing apparatus further 
has terminal-ID storage means for storing a terminal- 
specifyirig information identifying the Information- 
processing apparatus. The license request transmitted 
by the transmission means further includes the temriinal 
ID stored in the tenninal-ID storage means. The license 
received by the receiving means includes a temriinal ID. 
The judgment means compares the temninal-identlfica- 
tion information included in the license with the terminal- 
identification Informatiori stored in the terminal-ID stor- 
age means, and determines that the license received by 
the receiving means is a license allowing use of the con- 
tent only if the temriinal ID included In the license match- 
es the tenninal-identification Information stored in the 
terminal-ID storage means. 



20 



25 



30 



35 



40 



45 



50 



2 



BNSDOCID: <EP 1231532A2_L> 



3 



EP 1 231 532 A2 



4 



[0015] In accordance with another aspect of the 
present invention, there is provided an infomnation- 
processing method for allowing a user to use a content 
by requiring the user to have a license for using the con- 
tent. The information-processing method comprises: 

a content storage step of storing a license ID for 
specifying the license required by the user in using 
the content, encrypted data of the content and key 
information required for decrypting the encrypted 
data of the content; 

a license storage step of storing the license includ- 
ing a content-specifying information for specifying 
the content, the use of which is allowed by the li- 
cense; 

a judgment step of fomiing a judgment as to wheth- 
er or not the license required by the user in using 
the content has been stored in the license storage 
means; and 

a decryption step, at which the encrypted data of 
the content is decrypted on condition that an out- 
come of the judgment fomned at the judgment 
means indicates that the license required by the us- 
er in using the content has been stored In the li- 
cense storage means. 

[0016] In accordance with a further aspect of the 
present invention, there is provided a program to be ex- 
ecuted by a computer for carrying out processing of al- 
lowing a user to use a content by requiring the user to 
have a license for using the content. The program com- 
prises: 

a content storage step of storing a license specify- 
ing Information for specifying the license required 
by the user in using the content, encrypted data of 
the content and key information required for de- 
crypting the encrypted data of the content; 
a license storage step of storing the license includ- 
ing a content specifying information for specifying 
the content, the use of which is allowed by the li- 
cense; 

a judgment step of fomning a judgment as to wheth- 
er or not the license required by the user in using 
the content has been stored in the license storage 
means; and 

a decryption step, at which the encrypted data of 
the content is decrypted on condition that an out- 
come of the judgment formed at the judgment 
means indicates that the license required by the us- 
er in using the content has been stored in the li- 
cense storage means. 

[001 7] The program or a portion of the program is en- 
crypted. 

[0018] In accordance with a still further aspect of the 
present invention, there is provided a license server for 
issuing a license for allowing use of a content. The li- 



cense server comprises: 

license storage means for storing the license includ- 
ing: 

5 

content-specifying information for specifying 
the content, use of which is allowed by the li- 
cense; and 

terminal-identification information for identify- 
10 ing an infomiation-processing apparatus; 

receiving means for receiving a license request 
including a license-identification information for 
identifying the license from the information- 
processing apparatus; 
IS extraction means for extracting the license 

identified by the license-identification Informa- 
tion included in the license request from the li- 
cense storage means; 

processing means for adding the temninal-iden- 
20 tification information to the license extracted by 

the extraction means; 

signature means for putting a signature on the 
license including the tenninal-identification in- 
formation added by the processing means by 

25 using a secret key of the license server; and 

transmission means fortransmitting the license 
with the signature put thereon by the signature 
means to the information-processing appara- 
tus, from whtoh the license request was re- 

30 ceived. 

[0019] In accordance with a still further aspect of the 
present invention, there is provided anotherinformation- 
processing method for issuing a license for allowing use 
55 of a content. The other infomnation-processlng method 
comprises: 

a license storage step of storing the license includ- 
ing a content-specifying information for specifying 

40 the content, use of which is allowed by the license 
and a terminal-identification infomiation for identi- 
fying an information-processing apparatus; 
a receiving step of receiving a license request in- 
cluding a license-identification information for iden- 

45 tifying the license from the information-processing 
apparatus; 

an extraction step of extracting the license stored 
in the license storage means and identified by the 
license-identification infomnation included in the II- 
50 cense request; 

a processing step of adding the temnlnal-ldentifica- 
tion information to the license extracted at the ex- 
traction step; 

a signature step of putting a signature on the license 
55 including the temriinal-identlficatlon information 
added at the processing step by using a secret key 
of a license server used in the infonmation-process- 
ing method; and 
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a transmission step of transmitting the license with 
the signature put thereon at the signature step to 
the information-processing apparatus, from which 
the license request was received. 

5 

[0020] In accordance with a still further aspect of the 
present invention, there is provided another program lb 
be executed by a computer for carrying out processing 
of issuing a license for allowing use of a content. The 
other program comprises: fo 

a license storage step of storing the license include 
ing a content-identification information for specify- 
ing the content, use of which is allowed by the li- 
cense and a terminal-identification information for is 
Identifying an information-processing apparatus; 
a receiving step of receiving a license request in- 
cluding a license-identification infomfiation for iden- 
tifying the license from the information-processing 
apparatus; 20 
an extraction step of extracting the license stored 
at the license storage step and identified by the 11- 
- cense-identification information Included in the li- 
cense request; 

a processing step of adding the terminal-identif ica- 
tion infomriation to the license extracted at the ex- 
traction step; 

a signature step of putting a signature on the license 
including the terminal-identification Information 
added at the processing step by using a secret key 30 
used in the infonnation-processing method; and 
a transmission step of transmitting the license with 
the signature put thereon at the signature step to 
the informalion-p recessing apparatus, from which 
the license request was received. 35 

[0021] In the information-processing method, the in- 
formation-processing apparatus and the program, 
which are provided by the present invention, a content 
is decrypted and can be used on condition that the user 40 
has a license for using the content. 
[0022] In the license server and the infonnation- 
processing method provided by the present invention, 
a valid license is issued only to a specific information- 
processing apparatus. 45 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] For a better understanding of the present in- 
vention, reference will now be made by way of example so 
to the accompanying drawings In which: 

Fig. 1 is a block diagram showing the configuration 
of the context-exchanging system to which an em- 
bodiment of the present invention is applied; ss 
Fig. 2 is a block diagram showing the configuration 
of a client shown in Fig. 1 ; 

Fig. 3 is a flowchart used for explaining processing 



carried out by the client shown in Fig. 1 to download 
a content; 

Fig. 4 is a flowchart used for explaining processing 
carried out by a content server shown in Fig. 1 to 
provide a client with a content; 
Fig. 5 is a diagram showing a typical formal of data 
generated at a step 826 o\ the flowchart shown in 
Fig. 4; 

Fig. 6 is a flowchart used for explaining processing 
carried out by the client shown in Fig. 1 to play back 
a content; 

Fig. 7 is a flowchart used for explaining details of 
processing carried out at a step S43 of the flowchart 
shown in Fig. 6 to acquire a license; 
Fig. 8 is a diagram the configuration of a license; 
Fig. 9 is a flowchart used for explaining processing 
carried out by a license server shown in Fig. 1 to 
Issue a license; . 

Fig. 1 0 is a flowchart used for explaining details of 
processing carried out at a step S45 of the flowchart 
shown in Fig. 6 to update a license; 
Fig. 11 is a flowchart used for explaining processing 
carried out by the-license server shown in Fig. 1 to 
update a license; 

Fig. 12 is an explanatory diagram showing an or- 
ganization of keys; 

Fig. 1 3 is an explanatory diagram showing category 
nodes; 

Fig. 14 is a diagram concretely showing typical as- 
sociation of nodes with devices; 
Figs. 15A and 15B are explanatory diagrams show- 
ing the configuration of an EKB (Enabling Key 
Block); 

Fig. 16 Is an explanatory diagram showing use of 

the EKB (Enabling Key Block); 

Fig. 17 is an explanatory diagram showing a typical 

format of the EKB (Enabling Key Block); 

Figs. 1 8A to 1 8C are explanatory diagrams showing 

the configuration of tags in an EKB (Enabling Key 

Block) ; 

Fig. 1 9 is an explanatory diagram showing process- 
ing to decrypt a content by using an DNK (Devk^e 
Node Key); 

Fig. 20 is a diagram showing a typical EKB (Ena- 
bling Key Block) ; 

Fig. 21 is an explanatory diagram showing assign- 
ment of a plurality of contents to a device; 
Fig. 22 is an explanatory diagram showing license 
categories; 

Fig. 23 is a flowchart used for explaining a ripping 
process carried out by a client; 
Fig. 24 is an explanatory diagram showing the con- 
figuration of a watemnark; 

Fig. 25 is an explanatory diagram showing a typical 
format of a content; 

Fig. 26 is a diagram showing a typical certificate of 

a disclosed key; 

Fig. 27 is an explanatory diagram showing distribu- 
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tlon of a content; 

Fig. 28 is a flowchart used for explaining processing 
carried out by a client to check out a content; 
Fig. 29 is an explanatory diagram showing typical 
tracing of an EKB (Enabling Key Block) by using 5 
lags; 

Fig. 30 is a diagram showing a typical configuration 
of the EKB (Enabling Key Block); 
Fig- 31 is an explanatory diagram showing the con- 
figuration of a mark; 

Fig. 32 Is a flowchart used for explaining processing 
carried out by a client to purchase a license; 
Fig. 33 is a flowchart used for explaining p rocessing 
carried out by a license server to purchase a li- 
cense; 

Fig. 34 Is an explanatory diagram showing the con- 
figuration of a mark; 

Fig. 35 is a flowchart used for explaining processing 
can-ied out by a client to catalog a certificate of the 
client; 

Fig. 36 is a flowchart used for explaining processing 
carried out by a content server to catalog the certif- 
icate; 

Fig. 37 is a diagram showing a typical certificate of 
a group; 

Fig. 38 is a flowchart used for explaining processing 
carried out by a content server to fomn a group; 
Fig. 39 is a diagram showing typical processing to 
encrypt a content key; 

Fig. 40 is a flowchart used for explaining processing 30 
carried out by a client pertaining to a group; 
Fig. 41 is a flowchart used for explaining processing 
carried out by a client to check out a license to an- 
other client; 

Fig. 42 is a flowchart used for explaining processing 35 
carried out by a client to reciBive a license checked 
out by another client from the other client; 
Fig. 43 is a flowchart used for explaining processing 
carried out by a client to play back a license checked 
out by another client; 

Fig. 44 is a flowchart used for explaining processing 
carried out by a client to check in a license checked 
out by another client; 

Fig. 45 is a flowchart representing processing car- 
ried out by a client issuing a request for the process- ^5 
ing to check in a license to another client carrying 
out the license-check-in processing represented by 
the flowchart shown In Fig. 44; 
Fig. 46 is an explanatory diagram showing genera- 
tion of a MAC (Message Authentication Code); 50 
Fig. 47 is a flowchart used for explaining processing 
to decrypt an ICV (Integrity Check Value) genera- 
tion key; 

Fig. 48 is a flowchart used for explaining other 
processing to decrypt the ICV generation key; 55 
Figs. 49A and 498 are explanatory diagrams show- 
ing ICV-based management of operations to copy 
a license; and 



Fig. 50 is an explanatory diagram showing manage- 
ment of licenses. 

ILLUSTRATIVE EMBODIMENTS OF THE INVENTION 

[0024] Fig. 1 is a block diagram showing the configu- 
ration of a content-exchanging system to which an ex- 
ample of the preser invention is applied. Clients 1 -1 and 
1 -2 are connected to the Internet 2. In the following de- 
scription, the clients 1-1 and 1-2 are each denoted by 
generic reference numeral 1 if it Is not necessary to dis- 
tinguish the clients 1-1 and 1-2 from each other. In this 
example, only two clients are shown. However, any ar- 
bitrary number of clients can be connected to the Inter- 
net 2. 

[0025] In addition, a content server 3, a lk:ense server 
4 and a charging server 5 are also connected to the In- 
ternet 2, The content server 3 provides contents to the 
client 1 , and the license sen/er 4 provides the client 1 
with a license required for using a content provided by 
the content sen/er 3. The charging server 5 cames out 
a charging process for the client 1 when the client 1 re- 
ceives a license from the license server 4. 
[0026] Any arbitrary number of content servers 3, li- 
cense servers 4 and charging servers 6 can be connect- 
ed to the Internet 2. 

[0027] Fig. 2 is a block diagram showing the configu- 
ration of the client 1 . 

[0028] In the client 1 shown In Fig. 2, a CPU (Central 
Processing Unit) 21 carries out various kinds of process- 
ing in accordance with programs stored in a ROM 
(Read-only Memory) 22 and programs loaded from a 
storage unit 28 into a RAM (Random-Access Memory) 
23. A timer 20 measures the lapse of time and supplies 
a result of measurement to the CPU 21 . The RAM 23 is 
also used for storing data required by the CPU 21 in the 
execution of the various kinds of processing. 
[0029] An encryption and decryption unit 24 encrypts 
a content and decrypts an already encrypted content. A 
codec unit 25 encodes a content in accordance with an 
ATRAC (Adaptive Transfomn Acoustic Coding)-3 sys- 
tem and supplies the encoded content to a semiconduc- 
tor memory 44 to be stored therein. The semiconductor 
memory 44 is connected to a drive 30 by an input/output 
interface 32. In addition, the codec unit 25 decodes en- 
coded data read out from the semiconductor memory 
44 through the drive 30. 

[0030] An example of the semiconductor memory 44 
is a memory stick (a trademark). 
[0031] The CPU 21, the ROM 22, the RAM 23, the 
encryption and decryption unit 24, and the codec unit 
25 are connected to each other by a bus 31 . The bus 
31 is also connected to the input/output interface 32. 
[0032] The Input/output interface 32 is connected to 
an input unit 26, an output unit 27, the storage unit 28 
and a communication unit 29. The input unit 26 includes 
a keyboard and a mouse. The output unit 27 includes a 
speaker and a display unit such as a CRT and an LCD. 
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The communication unit 29 includes a modem and a ter- 
minal adaptor. The communication unit 29 carries out 
communications through the Internet 2. To be more spe- 
cific, the communication unit 29 exchanges analog and 
digital signals with other clients. 3 
[0033] If necessary, the inpul/oulpul interface 32 is al- 
so connected to the drive 30, on which a proper storage 
medium such as a magnetic disk 41 , an optical disk 42, 
a magneto-optical disk 43 or the semiconductor memory 
44 is mounted. If necessary, a computer program can io 
thus be read out from the storage medium and installed 
in the storage unit 28. 

[0034] The configurations of the content server 3, the 
license server 4 and the charging server 5 are not shown 
in figures. However, the content server 3, the license is 
server 4 and the charging server 5 are each a computei* 
having a configuration basically identical with the client 
1 shown in Fig. 2. For this reason, some of the reference 
numerals shown in the configuration of Fig. 2 are used 
for denoting identical components employed in the con- 20 
tent server 3, the license server 4 and the charging serv- 
er 5 in the following description. 
[0035] By referring to a flowchart shown in Fig. 3, the 
following description explains processing to provide a 
content from the content server 3 to the client 1 . 25 
[0036] As shown in the figure, the flowchart begins 
with a step S1 at which the user enters a command to 
make an access to the content server 3 by operating the 
input unit 26, In accordance with the command, the CPU 
21 controls the communication unit 29 to make an ac- 30 
cess to the content servers through the Internet2. Then, 
at the next step S2, when the user specifies a desired 
content by operating the Input unit 26, the CPU 21 ac- 
cepts the specification. The communication unit 29 in- 
forms the content server 3 of the specified content 35 
through the Internet 2. Notified of the specified content, 
the content server 3 transmits encoded data of the con- 
tent in a process represented by a flowchart shown in 
Fig. 4 as will be described later. Subsequently, at the 
next step S3, the CPU 21 receives the content through 40 
the communication unit 29. Then, at the next step S4, 
the encoded data of the content is stored in a hard disk 
of the storage unit 28. 

[0037] With reference to the flowchart shown in Fig. 
4, the following description explains the processing car- 45 
ried out by the content server 3 to transmit a content 
requested by the client 1 at the step 82. It should be 
noted that, since the content server 3 has a configura- 
tion comprising components identical with those em- 
ployed in the client 1 , the same reference numerals as so 
those shown In Fig. 2 are used for denoting identbal 
components in the following description. 
[0038] As shown in Fig. 4, the flowchart begins with a 
step S21 at which the CPU 21 employed in the content 
server 3 is waiting for an access to arrivetrom the Inter- ss 
net 2 by way of the communication unit 29. As the ac- 
cess is determined to have arrived, the flow of the 
processing goes on to a step S22 at which information 



transmitted by the client 1 to specify a content is ac- 
quired. The information specifying a content is transmit- 
ted by the client 1 at the step 82 of the flowchart shown 
in Fig. 3. 

[0039] Then, at the next step 823, the CPU 21 em- 
ployed in the content server 3 reads out a content spec- 
ified by the information acquired at the step 822 from 
the storage unit 28. The content read out from the stor- 
age unit 28 is selected among contents stored in the 
storage unit 28. Subsequently, at the next step 824, the 
CPU 21 supplies the content read out from the storage 
unit 28 to the encryption and decryption unit 24, which 
then encrypts the content by using a content key Kc. 
[0040] Since the contents stored in the storage unit 
28 have been encoded by the codec unit 25 in accord- 
ance with the ATRAC3 system, the encryption and de- 
cryption unit 24 encrypts an encoded content received 
from the CPU 21 . 

[0041] It should be noted that the storage unit 28 can 
also be used for storing contents, which have been en- 
crypted in advance, in this case, the processing carried 
out at the step 824 can be eliminated. 
[0042] Then, at the next step 825, the CPU 21 em- 
ployed in the content server 3 adds keys and a license 
ID to a header of a format in which the encrypted content 
is to be transmitted. Required for decrypting the encrypt- 
ed data, the keys are an EKB and a key K^kbc (^c)> 
which will be described later by referring to Fig. 5. The 
license ID is used for identifying a license necessary for 
using the content. Subsequently, at the next step 826, 
the CPU 21 employed in the content server 3 transmits 
formatted data to the client 1 through thecommunication 
unit 29 and the Internet 2. The formatted data Is a result 
of formatting the content encrypted at the step 824 and 
the header including the key and the license ID, which 
are added to the header at the step 825. 
[0043] Fig. 5 is a diagram showing the format of a con- 
tent received by the client 1 from the content server 3. 
As shown in the figure, the fomriat comprises a header 
and a data portion. 

[0044] The header comprises content information, 
DRM (Digital Right Management) Information, a license 
ID, an EKB (Enabling Key Block) and a key K^i^^c (^c)* 
which is a content key Kc encrypted by a key Kej^qq gen- 
erated from the EKB. It should be noted that the EKB 
will be explained later by referring to Fig. 15. 
[0045] The content infonmation Includes a content ID 
CID and infonnatlon on a codec system. The content ID 
CID is identification for identifying the formatted content 
in the data portion of the format. 
[0046] The DRM infonmation comprises the content's 
us'^ge rules and status. The DRM information also in- 
cludes a URL (Uniform Resource Locator). The usage 
rules and status typically include the number of times 
the content has been piayed back and the number of 
times the content has been copied. 
[0047] The URL is an address to which an access is 
made in order to acquire a license prescribed by the ii- 
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cense ID. To put it concretely, the URL Is the address of 
the license server 4 for providing a required license in 
the case of the content-exchanging system shown in 
Fig. 1. The license ID is identification for identifying a 
license required for using the content recorded as the 5 
data portion of the formal. 

[0048] The dala portion of the formal comprises any 
arbitrary number of encrypted blocks. Each of the en- 
crypted blocks comprises an initial vector IV, a seed and 
encrypted data Ek'c (data), which is a result of encrypt- io 
ing the content by using a key K'c. 
[0049] As shown in the following fomiula, the key K'c 
is a result of processing carried out by applying the con- 
tent key Kc and the seed to a hash function. The seed 
is a value set at random. 

K'c = Hash (Kc. Seed) 

[0050] The initial vector IV and the seed vary in de- 
pendence on the encrypted block. 
[0051] A content Is encrypted in 8-byte units. The 8 
bytes at a current stage are encrypted by using a result 
of encryption of 8 bytes at the preceding stage in a CBC 
(Cypher Block Chaining) mode. 
[0052] In the CBC mode, when the first 8 bytes of a 
content are encrypted, no encryption of 8 bytes is car- 
ried out at the preceding stage so that a result of pre- 
ceding-stage encryption is not available. Thus, the first 
8 bytes of a content are encrypted by using the initial 
vector IV as an initial value. 

[0053] Therefore, even if an encrypted block of a con- 
tent encrypted In the CBC mode can be decoded, the 
decoding resull of the block may not necessarily make 
another encrypted block easy to decode. 
[0054] It should be noted that the encryption process 
will be explained later in detail by refemng to Fig. 46. 
The encryption system, however, Is not limited thereto. 
[0055] As described above, the client 1 is allowed to 
freely acquire a content from the content server 3 for 
free of charge. Thus, a large number of contents them- 
selves can be distributed 

[0056] When using an acquired content, however, the 
client 1 needs to has a license. The following description 
explains processing carried out by the client 1 to play 
back a content with reference to a flowchart shown in 
Fig. 6. 

[0057] As shown in the figure, the flowchart begins 
with a step S41 at which the user operates the input unit 
26 to specify a desired content and the CPU 21 em- 
ployed in the client 1 acquires the identification of the 
content (CID). The identification comprises the title of 
the content, a number assigned to the content and the 
like. It should be noted that a number is assigned to each 
stored content. 

[0058] When a content Is desired, the CPU 21 reads 
out a license ID for the content. To be more specific, the 
license ID identifies a license required In utilization of 



the content. As shown in Fig. 5, the license ID is included 
In the header of the encrypted content. 
[0059] Then, at the next step S42, the CPU 21 forms 
a judgment as to whether or not a license indicated by 
the license ID obtained at the step S41 has been ac- 
quired by the client 1 and stored In the storage unit 28. 
If the license indicated by the license ID has nol been 
acquired by the client 1 , the flow of the processing goes 
on to a step S43 at which the CPU 21 carries out 
processing to acquire the license. Details of the 
processing to acquire the license will be explained later 
by referring to a flowchart shown in Fig. 7. 
[0060] If the outcome of the judgment formed at the 
step S42 indicates that the license identified by the li- 
cense ID has been acquired by the client 1 and stored 
in the storage unit 28 or if the license can be obtained 
as a result of the processing carried out at the step S43 
to acquire the license, the flow of the processing goes 
on to a step S44 at which the CPU 21 fomns a judgment 
as to whether or not the acquired license is still in its 
tenn of validity. It is possible to determine whether or not 
the acquired license is still in its term of validity by com- 
paring a term of validity prescribed in the license (which 
will be described in Fig. 8) with the present date and 
time measured by the timer 20. If the temri of validity of 
the license has already expired, the flow of the process- 
ing goes on to a step S45 at which the CPU 21 carries 
out processing to update the license. Details of the 
processing to update a license will be explained later by 
referring to a flowchart shown in Fig. 8. 
[0061] If the outcome of the judgment formed at the 
step S44 indicates that the acquired license is still in its 
temn of validity or if the license can be updated at the 
step S45, Ihe flow of the processing goes on to a step 
S46 at which the CPU 21 reads out the encrypted con- 
tent from the storage unit 28 and stores the content Into 
the RAM 23. Then, at the next step S47, the CPU 21 
supplies the data of the encrypted content stored in the 
RAM 23 to the encryption and decryption unit 24 in en- 
crypted-block units included in the data portion shown 
in Fig. 5. Then the encryption and decryption unit 24 de- 
crypts the encrypted content by using a content key Kc. 
[0062] A typical method of acquiring the content key 
Kc will be described later by refemng to Fig. 1 5. The key 
Kekbc included in the EKB shown in Fig. 5 can be ob- 
tained by using a device node key (DNK) shown in Fig. 
8. The content key Kc is then obtained from the data 
Kekbc (Kc) by using the key Kekbc- 
[0063] Subsequently, at the next step S48, the CPU 
21 supplies the content decrypted by the encryption and 
decryption unit 24 to the codec unit 25, which then de- 
codes the content. Subsequently, the CPU 21 supplies 
data decoded by the codec unit 25 to the output unit 27 
by way of the input/output interface 32. The data is sub- 
jected to D/A conversion before being output to a speak- 
er. 

[0064] With reference to the flowchart shown in Fig. 
7, the following description explains the processing car- 
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ried out at the step S43 of the flowchart shown in Fig. 6 
to acquire a license. 

[0065] The client 1 acquires beforehand service data 
cataloged in advance in the license server 4. The serv- 
ice data includes a leaf ID, a DNK (Device Node Key), s 
a pair of secret and disclosed keys pertaining to the cli- 
enll , a disclosed key of the license server 4 and certif- 
icates for the disclosed keys. 

[0066] A leaf ID is an ID assigned uniquely to each 
client 1 . A DNK (Device Node Key) is a key required for io 
decrypting an encrypted content key Kc included In the 
EKB (Enabling Key Block) for the license as will be de- 
scribed later by referring to Fig. 12. 
[0067] As shown in Fig. 7, the flowchart begins with a 
step S61 at which the CPU 21 acquires a URL for the is 
ID of the license being processed from the header 
shown in Fig. 5. As described earlier, this URL is an ad- 
dress to which an access is to be made in order to ac- 
quire the license identified by the license ID included in 
the header. Then, at the next step S62, the CPU 21 20 
makes an access to the URL acquired at the step S61 . 
To put it concretely, an access to the license server 4 is 
made through the communication unit 29 and the Inter- 
net 2. At that time, the license server 4 requests the cli- 
ent 1 to transmit a user ID, a password and license- 25 
specifying information specifying a license to be pur- 
chased. This license is required In utilization of the con- 
tent. This request is made at a step S 1 02 of the flowchart 
shown in Fig. 9 as will be described later. The CPU 21 
displays this request on the display device of the output 30 
unit 27. In response to this request, the user of the client 
1 operates the input unit 26 to enter a user ID, a pass- 
word and license-specifying infonnatlon. It should be 
noted thai the user obtained the user ID and the pass- 
word before by making an access to the license server 35 
4 through the Internet 2. 

[0068] Subsequently, at the next steps S63 and S64, 
the CPU 21 receives the license-specifying information, 
the user ID and the password, which have been entered 
from the input unit 26 by the user. Then, at the next step 40 
S65, the CPU 21 controls the communication unit 29 to 
transmit a license request including the user ID, the 
password, the license-specifying information and a leaf 
ID to the license server 4 by way of the Internet 2. The 
leaf ID Is information included in the service data to be ^5 
described later. 

[0069] As wilj be described later at a step SI 09 of the 
flowchart shown in Fig. 9, the license server 4 transmits 
a license based on the user ID, the password and the 
license-specifying information. As an alternative, the 11- so 
cense server 4 carries out error proceissing at a step 
S1 12 of the flowchart shown in Fig. 9 instead of trans- 
mitting a license in case a condition is not met. 
[0070] The processing then goes on to a step 866 to 
form a judgment as to whether or not the license has ss 
been received from the license server 4. If the license 
has been received, the flow of the processing goes on 
to a step 867 at which the CPU 21 supplies the license 



to the storage unit 28 to be stored therein. 
[0071] If the outcome of the judgment formed at the 
step 866 indicates that the license was not received, on 
the other hand, the flow of the processing goes on to a 
step 868 at which the CPU 21 carries out en-or process- 
ing. To put it concretely, the CPU 21 inhibits the process- 
ing to play back the content since the CPU 21 has failed 
to obtain the license for using the content. 
[0072] As described above, the client 1 is capable of 
using a content by obtaining a license indicated by a li- 
cense ID included in the content. 
[0073] It should be noted that the processing to ac- 
quire a license as represented by the flowchart shown 
in Fig. 7 can also be carried out in advance before the 
user acquires a content. 

[0074] As shown in Fig. 8, the license supplied to the 
client 1 includes usage conditions and a leaf ID. 
[0075] The usage conditions are information including 
a deadline before the content can be downloaded as al- 
lowed by the license, an upper limit of the number of 
times the content can be copied as allowed by the li- 
cense or the maximum number of allowed copy opera- 
tions, the number of checkouts, the maximum number 
of checkouts, a right to record the content on a CD-R, 
the number of times the content can be copied to a PD 
(Portable Device), a right to allow the license of using 
the content to be changed to license ownership status 
(or purchased-license status) and a duty of making a 
usage log. 

[0076] By refen-ing to the flowchart shown in Fig. 9, 
the following description explains processing carried out 
by the license server 4 to transmit a license to the client 
1 In response to the processing carried out by the client 
1 to acquire the license as represented by the flowchart 
shown in Fig. 7. It should be noted that, also in this case, 
since the license server 4 has a configuration compris- 
ing components identical with those employed in the cli- 
ent 1 , the same reference numerals as those shown in 
Fig. 2 are used for denoting identical components in the 
following description. 

[0077] As shown in the figure, the flowchart begins 
with a step SI 01 at which the CPU 21 employed in the 
license server 4 waits for an access to be made by the 
client 1 . As the client 1 makes an access to the license 
server 4, the flow of the processing goes on to a step 
SI 02 at which the license server 4 requests the client 1 
making the access to transmit, license-specifying infor- 
mation (a license ID), a user ID and a password. Then, 
the CPU 21 employed in the license server 4 receives 
the user ID, the password, the leaf ID and the license 
ID from the client 1 through the communication unit 29 
at the step 865 of the flowchart shown in Fig. 7, and 
carries out processing to accept them. 
[0078] Then, at the next step 81 03, the CPU 21 em- 
ployed in the license server 4 makes an access to the 
charging server 5 through the communication unit 29 in 
order to make a request for processing to examine the 
user identified by the user ID and the password. When 
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receiving the request for such an examination from the 
license server 4 through the Internet 2, the charging 
server 5 checks the past payment history of the user 
identified by the user ID and the password In order to 
determine whether or not there is a record indicating that 
the user did not pay a price for the license in the past. 
If there is no record Indicating thai the user did not pay 
a price for the license in the past, the charging server 5 
transmits an examination result indicating that granting 
of a license is approved. If there is a record indicating 
that the user did not pay a price for the license in the 
past or another bad record, on the other hand, the charg- 
ing server 5 transmits an examination result indicating 
that granting of a license is not approved. 
[0079] Subsequently, at the next step S1 04, the CPU 
21 employed in the license server 4 forms a judgment 
as to whether the examination result received from the 
charging server 5 indicates that granting of a license is 
approved or disapproved. If granting of a license is ap- 
proved, the flow of the processing goes on to a step 
SI 05 at which the CPU 21 selects a license specified 
by the license-specifying information received In the 
processing carried out at the step 81 02 among licenses 
stored in the storage unit 28, and reads out the selected 
license from the storage unit 28. Each license stored in 
the storage unit 28 Includes Information Including the li- 
cense ID, a version, a creation date and time and a temn 
of validity. Then, at the next step 8106, the CPU 21 adds 
the received leaf ID to the license. Furthermore, at the 
next step 8107, the CPU 21 selects a usage condition 
associated with the license selected at the step 8105. 
If a usage condition was found at the step 81 02 to have 
been specified by the user, If necessary, the usage con- 
dition specified by the user is added lo a usage condition 
prepared In advance. The CPU 21 then adds the select- 
ed usage condition to the license. 
[0080] Then, at the next step 8108, the CPU 21 puts 
a signature on the license by using a secret key of the 
license server 4 to produce a license with a configuration 
like one shown in Fig. 8. 

[0081 ] Subsequently, at the next step S1 09, the CPU 
21 employed in the license server 4 transmits the license 
with a configuration like the one shown In Fig. 8 from the 
communication unit 29 to the client 1 by way of the In- 
ternet 2. 

[0082] Then, at the next step 811 0, the CPU 21 em- 
ployed in the license server 4 stores the license trans- 
mitted in the processing carried out at the step 8109 in 
the storage unit 28 by associating the license with the 
user ID and the password, which were acquired in the 
processing carried out at the step 81 02. As described 
above, the license includes a usage condition and a leaf 
ID. Subsequently, at the next step 81 11, the CPU 21 car- 
ries out a charging process. To put it concretely, the CPU 
21 requests the charging server 5 through the commu- 
nication unit 29 to carry out a charging process for a user 
identified by the user ID and the password. The charging 
server 5 carries out the charging process based on the 



request for the user. The processing carried out by the 
license server 4 is then finished. If the user does not pay 
an amount of money detemiined by the charging proc- 
ess, in the future, the user will not be granted a license 
5 even if granting of a license is requested as described 
above. 

[0083] That Is to say, in the case of such a user, the 
charging server 5 does not approve granting of a license 
as a result of examination of whether or not to grant a 

10 license to the user. That is to say, the flow of the process- 
ing goes on from the step 81 04 to a step 81 1 2 at which 
the CPU 21 employed in the license server 4 carries out 
an error-handling process. To put it concretely, the CPU 
21 controls the communication unit 29 to output a mes- 

15 sage informing the client 1 making the access that a li- 
cense cannot be granted. The processing carried out by 
the license server 4 Is then finished. 
[0084] In this case, the client 1 cannot use the content 
or is not capable of decrypting the encrypted data of the 

20 content because the client 1 has failed to obtain a li- 
cense as described above. 

[0085] Fig. 1 0 is a flowchart used for explaining details 
of the processing carried out atthe step 845 of the flow- 
chart shown in Fig. 6 to update a license. Processing 

25 carried out at steps 81 31 to 8 1 35 is basically the same 
as the processing canied out at respectively the steps 
861 to 865 of the flowchart shown In Fig. 7. At the step 
8133, however the CPU 21 acquires the license ID of 
a license to be updated instead of the license ID of a 

30 purchased license. Then, at the step SI 35, the CPU 21 
transmits a user ID and a password along with the li- 
cense ID of the license to be updated to the license serv- 
er 4. 

[0086] In response lo what is transmitted in the 

35 processing carried out at the step 8135, the license 
server 4 presents usage conditions at a step SI 53 of a 
flowchart shown in Fig. 11 as will be described later. 
Then, at the next step 8136, the CPU 21 employed in 
the client 1 receives the presented usage conditions 

40 from the license server and displays them on the output 
unit 27. The user operates the input unit 26 to select one 
of the displayed usage conditions and/or newly add a 
predeterrhined usage condition. Subsequently, at the 
next step 8137. the CPU 21 transmits an application to 

45 purchiase a usage condition selected as described 
above or a condition to update a license to the Ibense 
server 4. In response to the application, the license serv- 
er 4 transmits an eventual usage condition at a step 
8154 of the flowchart shown in Fig. 11 as will be de- 

50 scribed later. Then, at the next step SI 38, the CPU 21 
employed In the client 1 receives the eventual usage 
condition from the license server 4. Subsequently, at the 
next step 8139, the received eventual usage condition 
is used as an update of the license's usage condition 

55 already stored In the storage unit 28. 

[0087] Fig. 11 is a flowchart used for explaining thB 
processing carried out by the license server 4 to update 
a license in conjunction with the processing carried out 
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by the client 1 to request an operation to update the li- 
cense. 

[0088] As shown in the figure, the flowchart begins 
with a step S151 at which the license server 4 is ac- 
cessed by the client 1 . Then, at the next step SI 52, the s 
CPU 21 employed in the license server 4 receives a re- 
quest to update a license from the client 1 along with the 
license-specifying information received by the client 1 
at the step SI 35. 

[0089] Subsequently, at the next step SI 53, the CPU io 
21 reads out a usage condition for a license to be up- 
dated in accordance with the request to update the li- 
cense, or reads out a condition for updating the license 
from the storage unit 28. The CPU 21 then transmits the 
condition to the client 1 . is 
[0090] In response to the transmitted condition, as- 
sume that the user of the client 1 enters an application 
to purchase the usage condition in processing carried 
out at the step SI 37 of the flowchart shown in Fig. 10. 
In this case, at the next step S154, the CPU 21 em- 20 
ployed in the license server 4 generates data for the ap- 
plied usage condition and transmits the data to the client 
1. As described above, the client 1 uses the received 
usage condition as an update of the already cataloged 
usage condition of the license: As described above, the 25 
usage condition was updated in the processing carried 
out at the step SI 39. 

[0091] In the present embodiment, keys of devices 
and keys of licenses are managed on the basis of the 
principle of a broadcast-encryption system as shown in 30 
Fig. 12. The keys are organized into a hierarchical tree 
structure. Leaves, which are at the bottom hierarchical 
layer, each corresponds to keys of each device. In the 
typical structure shown in Fig. 12, 16 keys 0 to 15 cor- 
responding to 1 6 devices or 1 6 licenses are generated. 35 
[0092] Each key denoted by a circular mark Is placed 
at a node of the tree structure. A root key KR is placed 
at a root node on the top of the tree structure. At nodes 
on the second hierarchical layer, keys KG and K1 are 
provided. At nodes on the third hierarchical layer, keys 
KOO to K11 are placed. At nodes on the fourth hierarchi- 
cal layer, keys KOOO to Kill are provided. The leaves 
at nodes on the bottom hierarchical layer or device 
nodes are keys KOOOO to K1111. 
[0093] In the hierarchical tree structure, for example, 
keys K0010 and K0011 are each a subordinate of key 
K001 . In the same way, keys KOOO and K001 are each 
a subordinate of key KOO. By the same token, on the 
higher hierarchical layers, keys KOO and KOI are each 
a subordinate of key KO. Likewise, keys KO and K1 are so 
each a subordinate of the root key KR. 
[0094] Keys required for using a content comprise a 
leaf at a device node of the bottom hierarchical layer 
and keys at nodes on higher hierarchical layers includ- 
ing the root key KR. The leaf and the keys on the higher S5 
hierarchical layers including the root key KR form a path. 
For example, keys required for using Content 3 are man- 
aged by each key of the path including keys K0011, 



K001 , KOO, KO and KR, which fonn a path starting with 
the leaf K0011 and ending with the root key KR on the 
basis of the license corresponding to the leaf ID. 
[0095] The content-exchanging system provided by 
the present embodiment adopts typically the principle 
shown in Fig. 1 2 to manage keys of devices and licenses 
placed at nodes laid out to fomri a 8 + 24 + 32-iayer struc- 
ture shown in Fig. 13. In the structure shown in Fig. 13, 
there are eight subordinate hierarchical layers below the 
root node. A key at each node of the eight hierarchical 
layers is associated with a category. Examples of the 
category are a category of equipment using a semicon- 
ductor memory such as a memory stick and a category 
of equipment for receiving digital broadcasts. 
[0096] One of the category nodes is the root node of 
a system called a T system provided by the present em- 
bodiment for managing licenses. 
[0097] To put ft in detail, subordinates of the root node 
of the T system are nodes on 24 hierarchical layers. A 
key at each of the subordinate nodes is associated with 
a license. Thus, it is possible to prescribe 2^4 licenses 
or about 16 mega or about 1 .6 million licenses. Further 
subordinates on the lower side are 32 hierarchtoal lay- 
ers, which allow 2^2 users (or clients 1) or about 4 giga 
or about 4 billion users (or clients 1) to be prescribed. 
Keys placed at nodes on the 32 hierarchbal layers are 
each a DNK (Device Node Key). 
[0098] Keys for a device or keys for a license are 
placed along a path passing through nodes at the 64 (= 
8 + 24 + 32) hierarchical layers. Thus, such a path is 
associated with a device or a license. To put It concrete- 
ly, content keys used for encrypting a content are en- 
crypted by keys placed at nodes passed through by a 
path associated with a license for the content. A key at 
an upper hierarchical layer is encrypted by using its di- 
rect subordinate key on a directly below hierarchical lay- 
er and put in an EKB to be described later by referring 
to Fig. 1 5. A DNK on the bottom hierarchical layer is not 
put in the EKB, but included in service data to be granted 
to the client 1 of the user. The client 1 uses a DNK in- 
cluded in the license to decrypt a key, which is placed 
on a hierarchical layer directly above the DNK and in- 
cluded in the EKB shown in Fig. 15. The EKB is distrib- 
uted along with the data of the content. The client 1 then 
uses the decrypted key to decrypt a key. which is placed 
on a hierarchical layer directly above the decrypted key 
and included in the EKB. This decryption process is car- 
ried out repeatedly till the client 1 is capable of obtaining 
all keys placed at nodes passed through by the path as- 
sociated with the license. 

[0099] Fig. 1 4 Is a diagram showing typical classifica- 
tion of categories each associated with a key of a hier- 
archical tree structure. As shown in Fig. 14, on the top 
of the hierarchical tree structure, a root key KR2301 is 
set On an intermediate hierarchical layer under the root 
key KR2301 , a node key 2302 is set. On the bottom hi- 
erarchical layer, a leaf key 2303 Is set. Each device has 
a leaf key, node keys and the root key. The nodes keys 
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owned by the device are provided along a path, which 
is associated with the device and connects the leaf key 
to the root key. 

[0100] A predetermined node on an Mth hierarchical 
layer from the root key is set as a category node 2304. 
In the example shown in Fig. 13, lei M be 8. Each node 
on the Mlh hierarchical layer is used as a node for setting 
a root key for a device pertaining to a specific category. 
That is to say, a device of a category is associated with 
a path starting at a node on the Mth hierarchical layer, 
passing through nodes on (M + 1)th and lower hierar- 
chical layers, and ending at a leaf on the bottom hierar- 
chical layer. 

[0101] Assume that, at a node 2305 on the Mth hier- 
archical layer of the hierarchical tree structure shown in 
Fig. 14, a category of a memory stick (tradertiark) is set. 
In this case, linked nodes and leaves below this node 
2305 are used as nodes and leaves provided specially 
for the category including a variety of devices each using 
the memory stick. That is to say nodes and a leaf under 
the node 2305 are defined as a set of nodes and a leaf, 
which are related to a device defined in the category of 
the memory stick. 

[0102] In addition, a node on a hierarchical layer sev- 
eral levels below the Mth hierarchical layer can be set 
as a subcategory node 2306. In the hierarchical tree 
structure shown in Fig. 14, a node on a hierarchical layer 
two levels below the memory-stick-category hierarchi- 
cal layer, on which the node 2305 is provided, is set as 
a subcategory node, that is, a node for a subcategory 
included in the category of devices each using a mem- 
ory stick. Furthennore, on a hierarchical layer under the 
node 2306 for a subcategory of playback-only equip- 
ment, a node 2307 for a telephone with a funclion to play 
back music is set. Such a telephone is included In the 
category of playback-only equipment. Moreover, on a 
hierarchical layer under the node 2307, a PHS node 
2308 and a cellular-phone node 2309 are provided. A 
PHS and a cellular phone are included in the category 
of a telephone with a function to play back music. 
[0103] In addition, categories and subcategories are 
provided not only for devices but also for nodes control- 
led by a man ufacturer, a content provider and a charging 
institution independently or any arbitrary units, which 
can be processing units, control units, presentation 
service units or the like. These units are each referred 
to as an entity, which is a generic technical tenri. As- 
sume that a category node is set as a root node provided 
specially for a game machine XYZ sold by a game-ma- 
chine manufacturer. In this case, the game-machine 
manufacturer is capable of selling the game machine 
XYZ by storing node keys and a leaf key, which are pro- 
vided on hierarchical layers below the root node, in the 
game machine XYZ. Then, encrypted contents or a va- 
riety of keys are distributed, or the keys are updated by 
generating an EKB. The EKB comprises of node keys 
and a leaf key, which are provided on hierarchical layers 
below the root node. In this way, it is possible to distrib- 



ute data usable only by a device under the root node. 
[0104] As described above, a node is used as a root 
node and nodes on hierarchical layers below the root 
node are each set as a category-related node or a sub- 

5 category-related node. In this way, an Institution such 
as a manufacturer or a content provider, which manages 
a root node on a category hierarchical layer or a sub- 
category hierarchical layer, is capable of generating an 
EKB (Enabling Key Block) with a key at the root node 

10 used as the root key thereof by itself and distributing the 
EKB to devices pertaining to hiierarchical layers below 
the root node. Thus, It is possible to update the keys of 
the EKB without no effects at all on devices pertaining 
to a category node not serving as a subordinate to the 

15 root node. 

[0105] Assume that, in the tree structure shown in Fig. 
1 2, four devices 0.1,2 and 3 pertaining to a group share 
common keys KOO, KO and KR as node keys. By using 
this node-key-sharing configuration, a common content 

20 key can be provided only to devices 0,1.2 and 3. For 
example, node key KOO itself, which is shared by devic- 
es 0, 1 , 2 and 3, is set as the common content key. In 
this way, It is possible to set a content key common to 
devices 0, 1 , 2 and 3 without transmitting a new key. As 

25 an alternative, a new content key Kcon is encrypted by 
using the node key KOO to result In an encrypted value 
Enc(KOO, Kcon), which Is then distributed to devices 0, 
1 , 2 and 3 by way of a network or by storing the value 
Enc(KOO, Kcon) in a storage medium distributed to de- 

30 vices 0, 1 , 2 and 3. In this way, only devices 0:1,2 and 
3 are capable of decrypting the value Enc(K00, Kcon) 
by using the common node key KOO shared by devices 
0,1,2 and 3 to produce the content key Kcon. It should 
be noted that notation Enc(Ka, Kb) denotes data ob- 

35 tained as a result of encryption of a key Kb by using a 
key Ka. 

[0106] In addition, assume that it is discovered at a 
point time t that keys K0011, K001, KOO, KO and KR 
owned by device 3 have been analyzed and identified 

40 by a hacker. In this case, in order to protect data ex- 
changed thereafter in a system (or a group of devk:es 
0, 1 , 2 and 3), device 3 needs to be detached from the 
system. In addition, node keys K001, KOO, KO and KR 
need to be updated to respectively new keys K(t)001 , K 

45 (t)00. K(t)0 and K(t)R to be transmitted to devices 0, 1 
and 2. It should be noted that notation K(t)aaa Is an up- 
dated key of generation of time point t and is obtained 
by updating a key Kaaa. 

[0107] Processing to distribute an updated key is ex- 
50 plained below. For example, keys are updated as fol- 
lows. In the case of the processing to update keys for 
devices 0, 1 and 2 as described above, a table is sup- 
plied to devices 0, 1 and 2 by way of a network or by 
storing the table in a storage unit and supplying the stor- 
55 age unit to devices 0, 1 and 2. The table is block data 
called an EKB (Enabling Key Block) shown in Fig. 15A. 
It should be noted that the EKB (Enabling Key Block) 
comprises encrypted keys for distributing newly updat- 
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ed keys to devices associated with leaves at the nodes 
on the bottom hierarchical layer of a tree structure like 
the one shown In Fig. 12. The EKB (Enabling Key Block) 
is also called a KRB (Key Renewal Block). 
[0108] The EKB (Enabling Key Block) shown in Fig. 5 
16A is structured as block data thai can be updated by 
only a device requiring node keys thereof to be updated. 
The typical EKB shown in Fig. 1 5A is block data created 
with an objective of distributing updated node keys of 
generation of time point t to devices 0, 1 and 2 of the 
tree structure shown in Fig. 12. As is obvious from Fig. 
12, devices 0 and 1 each require K(t)0O, K(t)0 and K(t) 
R as updated node keys. On the other hand, device 2 
requires K(t)001 , K(t)00, K(t)0 and K(t)R as updated 
node keys. '^^ 
[0109] As shown in Fig. 15 A, the EKB includes a plu- 
rality of encrypted keys. An encrypted key of the fifth 
column of the table from the top shown in Fig. 15A Is 
Enc(K0010, K(t)001), which is an updated node key K 
(t)001 encrypted by using a leaf key K0010 owned by 20 
the device 2. The device 2 is thus capable of obtaining 
the updated node key K(t)001 by decryption of the en- 
crypted key Enc(K0010, K(t)OOI) by using the leaf key 
K001 0 owned by device 2 itself. In addition, by using the 
updated node key K(t)001 obtained as a result of the 25 
decryption, it is possible to decrypt an encrypted key 
Enc(K(t)001 , K(t)OO) of the fourth column of the table 
shown in Fig. 15Ato result in an updated node key K(t) 
00. 

[0110] Thereafter, in such a sequential decryption 30 
process, an encrypted key Enc(K(t)00, K(t)0) of the sec- 
ond column of the table shown in Fig. 15A is decrypted 
to result in the updated node key K(t)0, which Is then 
used for decrypting an encrypted key Enc(K(l)0, K(l)R) 
of the first column to result in the updated node key K(t) 35 
R. 

[0111] On the other hand, a node key KOOO is not a 
key to be updated. Updated node keys required by de- 
vices 0 and 1 associated with nodes 0 and 1 respectively 
are K(t)00, K(t)0 and K(t)R. Devices 0 and 1 associated 
with nodes 0 and 1 respectively each use device keys 
KOOOO and K0001 to decrypt an encrypted key Enc 
(KOOO, K(t)OO) of the third column of the table shown in 
Fig. 15A to obtain an updated node key K(t)00. There- 
after, in the sequential decryption process, an encrypted 
key Enc(K(t)00. K(t)O) of the second column of the table 
shown in Fig. 15A is decrypted to result in the updated 
node key K(t)0, which is then used for decrypting an en- 
crypted key Enc(K(t)0, K(t)R) of the first column to result 
in the updated node key K(t)R. In this way, devices 0, 1 50 
and 2 are each capable of obtaining the updated node 
key K(t)R. 

[0112] It should be noted that indexes shown in Fig. 
15A are absolute addresses of node keys and leaf keys. 
The node keys and leaf keys are each used as a de- 55 
cryption key for decrypting an encrypted key on the right 
side of the figure. 

[01 1 3] When it Is not necessary to update a node key 



K(t)0 on an upper hierarchical layer of the tree structure 
shown in Fig. 12 and the root key K(t)R, while it Is nec- 
essary to carry out processing to update only a node 
key KOO, an updated node key K(t)00 can be distributed 
to devices 0, 1 and 2 by using an EKB (Enabling Key 
Block) shown in Fig. 15B. 

[0114] The EKB shown in Fig. 15B can be used for 
distributing typically new content keys common to de- 
vices pertaining to a specific group. Assume that devic- 
es 0, 1,2 and 3 pertaining to a group enclosed by a 
dotted line In Ftg. 12 each use a recording medium and 
require a new common content key K(t)con. In this case, 
data Enc(K(t)00, K(t)con) is distributed to devices 0, 1 , 
2 and 3 along with the EKB shown in Fig. 1 5B. The data 
Enc(K(t)00, K(t)con) is a result of encryption of the newly 
updated content key K(t)con common to devices 0,1.2 
and 3. The newly updated content key K(t)con Is en- 
crypted by using K(t)00 which Is a result of encryption 
of a node key KOO common to devices 0, 1 , 2 and 3. By 
this, the encrypted data Enc(K(t)00, K(t)con) can be dis- 
tributed so that equipment of other groups such as de- 
vice 4 cannot decrypt the encrypted data. 
[01 1 5] That is to say, devices 0, 1 and 2 are each ca- 
pable of decrypting encrypted data by using the key K 
(t)00 obtained as a result of EKB processing in order to 
obtain the content key K(t)con of generation of time point 
t. 

[0116] Fig. 16 Is a diagram showing typical process- 
ing carried out by device 0, which has received the data 
Enc(K(t)0O, K(t)con) and the EKB shown in Fig. 15B 
through a recording medium, to obtain the content key 
K(t)con of generation of time point t. As described ear- 
lier, the data Enc(K(t)00, K(t)con) is a result of encryp- 
tion of the newly updated content key K(l)con common 
to devices 0, 1, 2 and 3. That is to say, in this typical 
processing, encrypted message data distributed by us- 
ing the EKB is the content key K(t)con. 
[01 17] As shown in Fig. 1 6, in the same EKB process- 
ing as that described above, device 0 generates a node 
key K(t)00 by using an EKB of generation of time point 
t and a node key KOOO stored in advance in the recording 
medium by itself. The EKB has been stored In the re- 
cording medium. Then, device 0 uses the updated node 
key K(t)00 obtained as a result of decryption to decrypt 
the updated content key K(t)con. Device 0 then encrypts 
it by using a leaf key KOOOO owned only by device 0 for 
later use. 

[0118] Fig. 17 is a diagram showing a typical format 
of an EKB (Enabling Key Block), A version 601 is an 
identifier indicating a version of the EKB (Enabling Key 
Block). It should be noted that the version 601 has func- 
tions of detemnining the most recent EKB and of indicat- 
ing the relation with contents. A depth is the number of 
hierarchical layers in a hierarchical-tree stnjcture for a 
device serving as a destination of the EKB (Enabling 
Key Block). A data pointer 603 is a pointer pointing to.a 
position in a data portion 606 of the EKB (Enabling Key 
Block). A tag pointer 604 is a pointer pointing to the po- 
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sition of a tag 607 and a signature pointer 605 Is a point- 
er pointing to the position of a signature 608. 
[0119] The data portion 606 is typically encrypted up- 
dated node keys, that is, encrypted keys obtained as a 
result of encryption of updated node keys as shown In 5 
Fig. 16. 

[01 20] The lag 607 is a lag showing a positional rela- 
tion between encrypted node keys and encrypted leaf 
keys. The encrypted node keys and the encrypted leaf 
keys are included in the data portion 606. A rule of pro- io 
viding a tag is explained by referring to Fig. 18. 
[0121] Fig. 18 is a diagram showing an example of 
transmitting an EKB (Enabling Key Block) explained 
earlier by referring to Fig. 15A, Data in this case is shown 
in Fig. 188. The address of a top node included in an '5 
encrypted key at that time is referred to as a top-node 
address. In this example, since an updated root key K 
(t)R is included, thetop-node address is KR. In this case, 
for example, data Enc(K(t)0, K(t)R) of the first column 
corresponds to a position PO in a hierarchical tree struc- 
ture shown in Fig. ISA. Data Enc(K(t)O0, K(t)O) of the 
second column corresponds to a position POO on the 
lower left side of the position PO in the hierarchical tree 
structure. If there is data on a hierarchical layer below 
a predetermined position of the hierarchical tree struc- 
ture, the tag is set at 0. If there is no data on a hierar- 
chical layer below a predetennined position of the hier- 
archical tree structure, on the other hand, the tag Is set 
at 1. Tags are set in the following format: {Left (L) tag, 
Right (R) tag} explained below. At the position POO on 
the lower left side of the position PO con-esponding to 
the data Enc(K(t)0, K{t)R) of the first column shown in 
Fig. 18B, there is data. Thus, the L tag is set at 0. At a 
position on the lower right side of the position PO, on the 
other hand, there Is no data. In this case, the R tag is 
set at 1 . In this way, for each data, tags are set. Fig. 1 8C 
is a diagram showing a configuration including a typical 
array of pieces of data and an array of tags. 
[01 22] A tag is set to indicate which position in the tree 
structure the corresponding data Enc(Kxxx, Kyyy) is lo- 
cated at. The key data Enc(Kxxx, Kyyy) and so on stored 
in the data portion 606 is no more than an array of keys, 
which have been encrypted in a simple way. With the 
tag described above, however, it is possible to identify 
the position of an encrypted key, which is stored as data, 
in the tree structure. Without the tag described above, 
it is also possible to construct data by using node index- 
es associated with pieces of encrypted data as is the 
case with the configuration explained earlier by referring 
to Fig. 15. An example of the data construction is given 
as follows: 
0: Enc(K(t)0, K(t)R) 
00: Enc(K(t)00, K(t)0) 
000: Enc(K(t)000, K(t)00) 

[0123] In a configuration using such indexes, howev- 
er, redundant data is resulted in and the amount of data 
thus increases. As a result, such a configuration is not 
desirable for distribution through a network or for other 



purposes. By using tags as index data showing the po- 
sitions of keys, however, the positions of keys can be 
recognized by using only a small amount of data. 
[0124] The EKB fomnat is further explained by refer- 
ring back to Fig. 17. The signature 608 Is an electronic 
signature pul by an insliluUon issuing Ihe EKB (Enabling 
Key Block). Examples of such an institution are a key 
management center (the license server 4), a content 
provider (the content server 3) and a charging institution 
(the charging server 5). A device receiving the EKB con- 
firms that the EKB is a valid EKB issued by an authorized 
EKB issuer by signature authentication. 
[0125] It is possible to summarize processing to utilize 
a content supplied by the content server 3 on the basis 
of a license issued by the license server 4 as described 
above into what Is shown in Fig. 19. 
[0126] As shown in the figure, when the content serv- 
er 3 provides a content to the client 1 , the license server 
4 issues a license to the client 1 . The content is Enc(Kc. 
Content), which is a notation indicating that the content 
has been encrypted by a content key Kc. The content 
key Kc is encrypted by using a root key KR to produce 
Enc(KR, Kc). The root key KR is obtained from the EKB 
and corresponds to the key Ke^bc shown in Fig. 5. The 
content key Enc(KR, Kc) and the EKB are then added 
to the encrypted content. The content key Enc(KR, Kc), 
the EKB and the encrypted content are finally supplied 
to the client 1 . 

[0127] As shown in Fig. 20, the EKB in the example 
shown In Fig. 19 typically includes Enc (DNK, KR), 
which is a notation indicating that the root key KR has 
been encrypted by a DNK. Thus, by using a DNK includ- 
ed in service data, the client 1 is capable of obtaining 
the rool key KR from Ihe EKB. Then, it is possible lo 
obtain the content key KC by decryption of Enc(KR, Kc) 
using the root key KR. Finally, it is possible to obtain the 
content by decryption of Enc(Kc, Content) using the 
content key Kc. 

[0128] By assigning a DNK to each client 1 in this way, 
it is also possible to individually revoke a client 1 in ac- 
cordance with the principles shown in Figs. 12 and 15. 
[0129] In addition, by including an additional license 
leaf ID as a part of data in the distribution, service data 
is associated with a license so that it is possible to avoid 
an illegal copy operation in the client 1 . 
[0130] Furthermore, by distributing a secret key and 
a certificate for each client as a service data, it is possi- 
ble to create a content for whbh the secret key and a 
certificate for use by the client 1 are used to prevent the 
end user from carrying out an illegal operation to copy 
the content. 

[0131] The use of the secret key and a certificate will 
be described later by refemng to a flowchart shown in 
Fig. 28. 

[0132] As described earlier by referring to Fig. 1 3, In 
accordance with the present embodiment, a T system 
for managing licenses at a category node is associated 
with a category of devices each used for using contents. 
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Thus, a plurality of DNKs can be owned by the same 
device. As a result, contents pertaining to different cat- 
egories can be managed by using one device. 
[0133] Fig. 21 is an explanatory diagram showing as- 
signment of a plurality of contents to one device. To be 5 
more specinc, a license for using content 1, to which 
DNK 1 is assigned, is recorded in a device D1 on the 
basis of the T system. By the same token, content 2 to 
which DNK 2 is assigned can be recorded in the device 
D1 by transferring content 2 from a CD to a memory io 
stick. In this way, the device D1 is capable of simultane- 
ously handling two contents, namely, contents 1 and 2, 
which are distributed by different systems, namely, the 
T system and a device management system. This fea- 
ture cannot be implemented in a case where only one 
DNK is assigned to a device. An example of such a case 
is a case in which an already assigned DNK is deleted 
when a new DNK is assigned. 

[0134] in addition, for example, license categories 1 
and 2 shown in Fig. 22 are assigned to each triangle of 20 
the 32 lower-side hierarchical layers shown In Fig. 13. 
By such assignment, a category is classified into sub- 
categories for managing smaller groups such as genres 
of the content, levels of the content, retail stores of the 
content and distribution services of the content. 25 
[0135] In the typical assignment shown in Fig. 22, for 
instance, license categories 1 and 2 pertain to a jazz 
genre and a rock genre respectively. License category 
1 is associated with contents 1 and 2, each of which has 
a license ID of 1 and is distributed to users 1 and 3. Li- 30 
cense category 2 includes contents 3, 4 and 5, each of 
which has a license ID of 2 and is distributed to users 1 
and 3. 

[0136] As described above, in accordance with the 
present embodiment, independent key management 35 
can.be executed for each category. 
[0137] In addition, instead of having a DNK embed- 
ded in equipment and/or media, a DNK can also be 
downloaded to each equipment and/or each media in 
catalog processing carried out by the license server 4 ^^o 
so as to implement a system allowing a user to purchase 
the key. 

[0138] It is desirable to provide a content that can be 
used in all applications by adopting any technique of us- 
ing the content after creation of the content without re- 
gard to what technique is adopted. For example, it is 
desirable to provide a content that can be used in do- 
mains with different content distribution services or dif- 
ferent usage conditions. In order to provide such a con- 
tent, according to the present embodiment, the license ^ 
server 4 functioning as an authenticating station distrib- 
utes secret keys and certificates of disclosed keys for 
the secret keys to users (clients 1 ) as described above. 
Then, the users each use a secret key to create a sig- 
nature to be put on a content in order to assure the in- 55 
tegrity of the content and, thus, to prevent the content 
from being falsified. 

[0139] Typical processing of the case described 



532 A2 26 

above is explained by referring to a flowchart shown In 
Fig. 23. To be more specific, the processing is a ripping 
process carried out by the user to record data played 
back from a CD in the storage unit 28. 
[0140] As shown in the figure, the flowchart begins 
with a step S171 at which the CPU 21 employed in the 
client 1 receives inputted recorded data played back 
from a CD from the communication unit 29; Then, at the 
next step SI 72, the CPU 21 forms a judgment as to 
whether or not the recorded data input at the step SI 71 
includes a watermark embedded in the data of the con- 
tent. The watermark comprises 3-blt CGI (Copy Control 
Information) and a 1 -bit trigger. If a watermark is detect- 
ed, the flow of the processing goes on to a step S1 73 at 
which the CPU 21 carries out a process to extract the 
watermark. If no watermark Is detected, on the other 
hand, the watermark-extracting process is skipped. 
[0141] Then, at the next step 8174, the CPU 21 cre- 
ates data of a header to be recorded for the content. The 
data of the header comprises a content ID, a license ID, 
a URL representing an access target for acquiring a li- 
cense and a watermark. 

[0142] Subsequently, at the next step SI 75, by using 
the secret key of the CPU 21 itself, the CPU 21 creates 
a digital signature based on the data of the.header cre- 
ated in the processing carried out at the step 81 74. The 
secret key has been obtained from the license server 4 
at the step 867 of the flowchart shown in Fig. 7. 
[0143] Then, at the next step SI 76, the CPU 21 con- 
trols the encryption and deciyptlon unit 24 to encrypt the 
content by using a content key. The content key has 
been acquired at the same time when acquiring the con- 
tent (See Fig. S-or 9). 

[0144] Subsequently, at the next step SI 77, CPU 21 
records the data onto a magneto-optbal disk 43 in a file 
format. Typically, the magneto-optk:al disk 43 is a mini 
disc. 

[0145] It should be noted that, in the case of a mini 
disk used as the recording medium, the CPU 21 sup- 
plies the content to the codec unit 25 at the step SI 76. 
The codec unit 25 encodes the content in accordance 
with typically the ATRAC3 system. The encoded content 
is further encrypted by the encryption and decryption 
unit 24. 

[0146] Fig. 24 is a diagram showing a model of a con- 
tent recorded on the recording medium. A watermark 
WM extracted from the encrypted content (E(At3)) is re- 
corded in a header outside the content. 
[0147] Fig. 25 is a diagram showing a more detailed 
configuration of the file format in which a content Is re- 
corded onto the recording medium. As is obvious from 
the typical configuration, a header including a content 
ID (CID), a license ID (LID), a URL and a watermark 
(WM) Is recorded. In addition, an EKB, data Enc(KR, 
Kc), a certificate (Cert), a digital header (Slg(Header)), 
data Enc(Kc, Content), meta data and a mark are re- 
corded. The data Enc(Kr, Kc) is a result of encryption of 
a content key Kc by using a root key KR, whereas the 
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data Enc(Kc, Content) is a result of encryption of the 
content by using the content key Kc. The digital header 
Sig(Header) has been generated on the basis of the 
header 

[01 48] The watemnark is ennbedded in the content. As 
shown in Figs. 24 and 25, in addition to the inside or the 
content, the watermark is also placed in the header so 
that information embedded in the content as the water- 
mark can be detected fast and with ease. Thus, it is pos- 
sible to quickly fomri a judgment as to whether or not the 
content can be copied. 

[0149] It should noted that the meta data typically rep- 
resents a jacket, pictures, a libretto and other informa- 
tion. The mark will be described later by referring to Fig. 
31. 

[0150] Fig. 26 is a diagram showing a typical dis- 
closed-key certificate used as the certificate of a dis- 
closed key. Nomnally, a disclosed-key certificate is a cer- 
tificate issued by a CA (Certificate Authority) in a dis- 
closed-key encryption system. A disclosed-key certifi- 
cate Is issued by the Certificate Authority by adding in- 
formation such as a term of validity to a disclosed key 
and a user ID supplied to the Certificate Authority as well 
as putting a digital signature of the Certificate Authority 
thereon. In accordance with the present embodiment, 
the license server 4 or the content server 3 issues a cer- 
tificate and a secret key and, thus, also a disclosed key. 
Therefore, by presenting infomiation such as a user ID 
and a password to the license server 4 to be cataloged 
therein, the user is capable of obtaining a disclosed-key 
certificate. 

[0151] The disclosed-key certificate shown In Fig. 26 
includes a message. The message includes a version 
number of the certificate, a serial number Issued for the 
user of the certificate by the license server 4,* an algo- 
rithm and parameters, which are used for a digital sig- 
nature, the name of the Certificate Authority, the tenn of 
validity of the certificate, an ID assigned to the user of 
the certificate and a disclosed key of the certificate user. 
In this case, the Certificate Authority is the license server 
4. The ID assigned to the user is a node ID or a leaf ID. 
A digital signature created by the license servier 4 serv- 
ing as the Certificate Authority is added to the message. 
The digital signature is data created by using a secret 
key of the license server 4 on the basis of a hash value 
generated by application of a hash function to the mes- 
sage. 

[0152] In the case of the typical key organization 
shown in Fig. 12, for example, the node ID or the leaf 
ID is '0000' for device 0, •OOOV for device 1 or '1111* for 
device 15. On the basis of such an ID, it is thus possible 
to detennine which position in the tree structure, that is, 
which leaf or which node of the tree structure, a device 
(entity) identified by the ID is located at. 
[0153] By distributing a license required in using a 
content separately from the content in this way, the con- 
tent can be distributed with a higher degree of freedom. 
A content obtained by adopting an arbitrary method or 



obtained through an arbitrary route can thus be handled 

unitarily. 

[0154] In addition, by constructing a file format as 
shown in Fig. 25, it is needless to say that the copyright 
5 of the content with such a format can be managed when 
the content is distributed through the Internet or even 
when the content is presented to SDMI (Secure Digital 
Music Initiative) equipment. 

[0155] Furthermore, even if a content is presented by 

10 recording the content in a recording medium or present- 
ed through the Internet 2 as shown in Fig. 27, for exam- 
ple, by carrying out the same processing, it is possible 
to check out a content for typically a predetermined PD 
(Portable Device) used as SDMI (Secure Digital Music 

IS Initiative) equipment. 

[0156] By referring to a flowchart shown in Fig. 28, the 
following description explains processing to check out 
a content for a client such a PD other than the client 1 . 
[0157] As shown in the figure, the flowchart begins 

20 with a step S1 91 at which the CPU 21 fomris a judgment 
as to whether or not a digital signature has been put on 
the content. If the outcome of the judgment indicates 
that a digital signature has been put on the content, the 
flow of the processing goes on to ia step SI 92 at which 

25 the CPU 21 extracts a disclosed-key certificate and car- 
ries out processing to authenticate the certificate by us- 
ing a disclosed key of the license server 4 serving as 
the Certificate Authority. To put it in detail, the client 1 
acquires a disclosed key for a secret key of the license 

30 server 4 from the license server 4, and uses the dis- 
closed key to decrypt the digital signature put on the dis- 
closed-key certificate. As described eariier by referring 
to Fig. 26, the digital signature is generated on the basis 
of the secret key of the license server 4 serving as the 

35 Certificate Authority, and can be decrypted by using the 
disclosed key of the license server 4. Furthermore, the 
CPU 21 applies a hash function to the whole message 
of the certificate to generate a hash value. Then, the 
CPU 21 compares the generated hash value with a hash 

40 value obtained as a result of decryption of the digital sig- 
nature. If the generated hash value matches the hash 
value obtained as a result of decryption of the digital sig- 
nature, the message is determined to be not a false 
message. If the generated hash value does not match 

45 the hash value obtained as a result of decryption of the 
digital signature, on the other hand, this certificate is de- 
termined to be a false one. 

[0158] Thus, at the next step S193, the CPU 21 fomns 
a judgment as to whether or not the certificate has been 

50 falsified. If the outcome of the judgment indicates that 
the certificate has not been falsified, the flow of the 
processing goes on to a step SI 94 at which the CPU 21 
carries out processing to authenticate the certificate by 
using an EKB. The certifcate is authenticated by exam- 

55 ining whether or not the EKB can be traced on the basis 
of a leaf ID included in the certificate. For more informa- 
tion on the leaf ID, refer to Fig. 26. The authentication 
is explained by referring to Figs. 29 and 30 as follows. 
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[0159] As shown in Fig. 29, assume that a device 
owning a leaf key K1001 is a revoked device. In this 
case, an EKB haiving a tag and data (an encrypted key) 
like one shown in Fig. 30 are distributed to devices each 
corresponding to a leaf. In order to revoke a device 5 
'1 OOV shown in Fig. 29, this EKB is an EKB for updating 
keys KR, K1 , K1 0 and K1 00. 

[0160] All leaves other than a leaf corresponding to 
the revoked device '100V are capable of acquiring the 
updated root key K(t)R, That is to say, since any of those io 
leaves on a hierarchical layer below the node key KO 
has the unupdated node key KO inside the device, the 
leaf is capable of obtaining the updated root key K(t)R 
by decrypting the encrypted key Enc(KO, K(t)R) by using 
the key KO. 15 
[0161] In addition, a leaf on a hierarchical layer under 
the node key K11 is capable of obtaining the updated 
node key K(t)1 by decryption of Enc(K1 1 , K(t)1 ) by using 
the unupdated node key K11. Furthernnore, the updated 
root key K(t)R can be obtained by decryption of Enc(K 20 
(t)1 , K(t)R) by using the updated nolde key K{t) 1 . By the 
same token, a leaf on a hierarchical layer underthe node 
key K101 is also capable of obtaining the updated root 
keyK(t)R. 

[0162] In addition, a device '1000' owning an unre- 25 
vbked leaf key K1 000 is capable of obtaining a node key 
K(t)100 by decryption of Enc(K1000. K(t)100) by using 
its own leaf key K1000. The device then uses the node 
key K(t)100 to decrypt node keys on upper hierarchical 
layers sequentially, one key after another, to eventually 30 
obtain the updated root key K(t)R. 
[0163] On the other hand, since a revoked device 
*100V is not capable of obtaining an updated node key 
K(l)100 on an upper hierarchical layer one level above 
its own leaf by carrying out the EKB processing, the de- 35 
vice is therefore incapable of obtaining the updated root 
key K(t)R eventually. 

[0164] An authorized device, that Is, the client 1, 
which was not revoked, receives an EKB with tags and 
data shown in Fig. 30 from the license server 4 and 
stores them therein. 

[0165] Thus, each client is capable of carrying out an 
EKB tracing process by using the tags: The EKB tracing 
process is a process to fomn a judgment as to whether 
or not the key distribution tree can be traced from the ^5 
root key at the top! 

[0166] Assume that a leaf ID of '1001' assigned to a 
leaf '1001 'shown in Fig. 29 is grasped as 4 bits, namely, 
'1 '0', *0' and '1 '. The EKB tracing process is carried out 
to form a judgment as to whether the tree can be traced so 
by examining bits starting with the most significant bit 
down through least significant bits sequentially, one bit 
after another. To be more specific, a '1 ' bit indicates that 
the tracing should go the right side while a '0' bit indi> 
cates that the tracing should go the left side. S5 
[0167] Since the most significant bit of the ID '1 001 ' is 
'r, the tracing goes on from the root key KR shown in 
Fig. 29 to the right side. The first tag of the EKB, that is. 



the tag having a number of 0, is 0 : {0, 0), which indicates 
that data exists at both the branches. In this case, since 
the tracing is capable of going on to the right side, it is 
possible to reach the node key K1 . . 
[0168] Next, the tracing goes on to a node on a hier- 
archical layer below the node key K1 . Since the second 
bit of the ID '1001' is '0', the tracing goes on to the left 
side. The tag with a number of 1 indicates whether or 
not data exists on a hierarchical layer below a node key 
KO on the left side. A tag indicating whether or not data 
exists on a hierarchical layer below the node key K1 is 
a tag with a number of 2. As shown in Fig. 30, the tag 
with a number of 2 is 2 : {0, 0}, which indicates that data 
exists at both the branches. Thus, the tracing goes on 
to the left side and is capable of reaching a node key 
K10. 

[0169] Furthermore, since the third bit of the ID '1001' 
is 0, the tracing goes on to the left side. At that time, a 
tag indicating whether or not data exists on a hierarchi- 
cal layer below the node key K1 0 is a tag with a number 
of 3. The tag with a number of 3 is 3 : {0, 0), which indi- 
cates that data exists at both the branches. Thus, the 
tracing goes on to the left side and is capable of reaching 
a node key K1 00. 

[0170] Furthermore, since the least significant bit of 
the ID '1001' is 1 , the tracing goes on to the right side. 
A tag with a number of 4 corresponds to the node key 
K11. A tag indicating whether or not data exists on a 
hierarchical layer below the node key K100 is a tag with 
a number of 5. The tag with a number of 5 is 5 : {0, 1 }, 
which indicates that no data exists on the right side. As 
a result, since the node '1001- can not be reached, the 
device with the ID of *1 001 ' Is determined to be a device 
incapable of acquiring the updated root key by using the 
EKB, or a revoked device. 

[0171] On the other hand, for example, a device ID 
having a leaf key K1000 is *1000'. Thus, when the EKB 
tracing process based on tags in the EKB is carried out 
as described above, it is possible to reach the node 
'1000'. As a result, the device with the ID of '1000' is 
detenT>ined to be an authorized device. 
[0172] Refer back to Fig. 28. At the next step 8195, 
the CPU 21 fonms a judgment as to whether or not the 
certificate has been revoked on the basis of a result of 
the authentication processing carried out at the step 
SI 94. If the certificate has not been revoked, the flow of 
the processing goes on to a step 81 96 at which process- 
ing is carried out to authenticate the digital signature by 
using a disclosed key included in the certificate. 
[0173] That is to say, as shown in Fig. 26. the certifi- 
cate includes a disclosed key of the certificate user (or 
the content author). The disclosed key is used for au- 
thenticating a digital signature 8ig(Header) shown in 
Fig. 25. To put It in detail, the disclosed key is used for 
decrypting the digital signature 8ig(l-leader) in order to 
produce a hash value. This hash value is compared with 
a hash value obtained by application of a hash function 
to a header shown in Fig. 25. If both the hash values 
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match each other, the header is confirmed as a header, 
which has not been falsified. Otherwise, the header is 
determined to have been falsified. 
[01741 Then, at the next step SI 97, the CPU 21 fonns 
a judgment as to whether or not the header has been 
falsified. If the header has not been falsified, Ihe flow of 
the processing goes on to a step SI 98 at which the wa- 
termarl< is authenticated. Subsequently, at the next step 
8199, the CPU 21 fomis a judgment as to whether or 
not a result of the authentication of the watemnark indi- 
cates that a check-out is possible. If a check-out is pos- 
sible, the flow of the processing goes on to a step S200 
at which the CPU 21 carries out the check out. To put it 
concretely, the CPU 21 transfers a content to the client 
1 serving as a check-out destination to be copied there- 
by. 

[01751 the outcome of the judgment formed at the 
step SI 91 indicates that the digital signature does not 
exist, the outcome of the judgment formed at the step 
SI 93 indicates that the certificate has been falsified, the 
outcome of the judgment formed at the step SI 95 indi- 
cates that the certificate cannot be authenticated by us- 
ing the EKB, the outcome of the judgment f omned at the 
step 81 97 indicates that a result of the authentication of 
the digital signature indicates that a header has. been 
falsified or the outcome of the judgment formed at the 
step SI 99 indicates that the watemnark includes a de- 
scription inhibiting the check-out, on the other hand, the 
flow of the processing goes on to a step 8201 at which 
an error-handing process is carried out. That is to say, 
in this case, the check-out is prohibited. 
[01761 As described above, a certificate and a secret 
key are distributed from the license server 4 to the user. 
By adding a digital signature al creation of a content, the 
genuineness of the author of the content can be as- 
sured. As a result, illegal distribution of the content can 
be avoided. 

[01771 In addition, by detecting a watermari< at the 
creation of a content and adding the watemnark to the 
digital signature, falsification of the watermark can be 
avoided. Thus, the genuineness of the content can be 
assured. 

[01781 As a result, once created, the genuineness of 
the original content can be assured without regard to 
what fomnat the content is distributed in. 
[01791 In addition, a content does not have usage 
conditions. Instead, usage conditions are added to a li- 
cense for the content. Thus, by changing usage condi- 
tions included in the license, conditions for using the 
content are also modified as well. 
[01801 Next, a method of using a mari< is explained. 
In accordance with the present embodiment, usage con- 
ditions are added to not a content but a license for the 
content as described above. However, usage circum- 
stances may vary from content to content. In order to 
solve this problem, a mari< is added to a content in ac- 
cordance with the present embodiment as shown In Fig. 
25. 



[01811 Since a license is associated with a plurality of 
contents, it is difficult to describe usage circumstances 
of each content in only usage conditions included in the 
license. In order to solve this problem, by adding usage 

5 circumstances to the content, it is possible to manage 
the individual contents while managing the license. 
[0182] As shown in Fig. 31 . the mark typically includes 
an ID (leaf ID) assigned to the user, an ownership flag, 
a usage start time and a copy count. 

10 [0183] In addition, the mari< also includes an addition- 
al digital signature created on the basis of a message 
such as the leaf ID, the ownership flag, the usage start 
time and the copy count. 

[0184] The ownership flag is added, for example, 
15 when the user buys a license, which allows a content to 
be used only for a predetermined period of time, as It is, 
or when the usage period is changed to a permanent 
usage period. The usage start time is described when 
the use of the content Is started within a predetermined 
20 period of time. Assume that the period to download the 
content is limited. In this case, if the content is down- 
loaded within the limited period of time, the date and 
time at which the content is actually downloaded are re- 
corded as the usage start time. In this way, legal use of 
25 the content within a period of time is proven. 

[0185] Recorded as a log, the copy count is the 
number of operations carried out so far to copy the con- 
tents. 

[0188] By referring to a flowchart shown in Fig. 32, the 
30 following description explains processing carried out to 
add a mark to a content when the user purchases a li- 
cense. 

[0187] As shown in the figure, the flowchart begins 
with a step S221 at which the CPU 21 makes an access 
35 to the license server 4 through the Internet 2 in accord- 
ance with a command entered by the user via the input 
unit 26. 

[0188] Then, at the next step S222, the CPU 21 fetch- 
es an input entered by the user through the Input unit 

40 26 and transmits a request to purchase a license ac- 
cording to the input to the license server 4. 
[0189] In response to this request, the license server 
4 presents a price to purchase the license at a step S242 
of a flowchart shown in Fig. 33 as will be described later 

45 by referring to the flowchart shown in Fig. 33.. Subse- 
quently, at the next step 8223, the CPU 21 employed In 
the client 1 receives the price transmitted by the license 
sen/er 4, and displays the price on the output unit 27. 
[0190] On the basis of the displayed price, the user 

50 fomns a judgment as to whether to agree or disagree on 
the price. The user enters the outcome of the judgment 
to the input unit 26. 

[0191] Then, at the next step S224, on the basis of 
the judgment outcome entered to the Input unit 26, the 
55 CPU 21 forms a judgment as to whether the prtee has 
been agreed or disagreed on. If the price has been 
agreed on, the flow of the processing goes on to a step 
S225 at which the CPU 21 carries out processing to no- 
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tify the license server 4 that the price has been agreed 
on. 

[0192] Receiving this notification, the license server 4 
transmits information representing a license purchase 
at the price, that is, a mark including a described own- 
ership flag at a slep S244 of the flowchart shown in Fig. 
33. Subsequently, at the next step S226, the CPU 21 
employed in the client 1 receives the mark transmitted 
by the license server 4. Then, at the next step S227, the 
CPU 21 carries out processing to embed the mark in the 
content. Thus, the mark including a described owner- 
ship flag as shown in Fig. 31 is recorded in the content 
associated with the purchased license as a mark for the 
content. In addition, since the message is updated at 
that time, the CPU 21 also updates the digital signature 
shown in Fig. 25 and stores the updated digital signature 
in the recording medium. 

[0193] If the outcome of the judgment fomned at the 
step S224 indicates that the price presented by the li- 
cense server 4 has been disagreed on, on the other 
hand, the flow of the processing goes on to a step S228 
at which the CPU 21 notifies the license server that the 
price has been disagreed on. 

[0194] For the processing carried out by the client 1 
as described above, the license server 4 perfomns 
processing represented by the flowchart shown In Fig. 
33. 

[0195] As shown in the figure, the flowchart begins 
with a step S241 at which the CPU 21 employed in the 
license server 4 receives a request for a purchase of a 
license from the client 1 . As described above, such a 
request is transmitted by the client 1 at the step S222 of 
the flowchart shown in Fig. 32. Then, at the next step 
S242, the CPU 21 reads out the price of the license lo 
be purchased by the user from the storage uriit 28, and 
transmits the price to the client 1 . 
[0196] As described above, in response to the dis- 
closed price, the client 1 transmits the outcome of the 
judgment as to whether the price is agreed or disagreed 
ort. 

[01 97] Subsequently, at the next step S243, the CPU 
21 employed in the license server 4 determines whether 
the price is agreed or disagreed on by the client 1 on the 
basis of the judgment's outcome received from the client 
1 . if the price is agreed on, the flow of the processing 
goes on to a step S244 to generate a mark including a 
message representing a purchase of a license for the 
content, put a digital signature on the mark by using a 
secret key of its own and transmit the mark to the client 
1 . As described above, the mark transmitted in this way 
is recorded on the content in the storage unit 28 em- 
ployed in the client 1 at the step S227 of Fig. 32. 
[0198] If the CPU 21 employed in the license server 
4 determines that the price is disagreed on by the client 
1 at this step S243, on the other hand, the processing 
of the step S244 is skipped. That is to say, in this case, 
the processing to purchase a license is not carried out 
eventually. Thus, no mark is transmitted to the client 1 . 



[0199] Fig. 34 is a diagram showing a typical config- 
uration of the mark transmitted from the license server 
4 to the client 1 at the step S244. In this typical config- 
uration, the mark comprises the leaf ID of the user, an 
5 ownership flag (Own) and a digital signature Sigs(Leaf 
ID, Own), which is generated from the leaf ID and the 
ownership flag on the basis of a secret key 8 of the li- 
cense server 4. 

[0200] It should be noted that the mark is valid only 
10 for a specific content issued to a specific user. Thus, if 
the specific content is copied, the mark in the copied 
content Is invalid. 

[0201 ] In this way, even if a content is separated from 
a license and usage conditions are associated with the 
15 license, it is possible to render services according to us- 
age circumstances for individual contents; 
[0202] Next, grouping is explained. A plurality of ap- 
paratuses and mediums are collected In a group, In 
which a content can be exchanged with a high degree 

20 of freedom. The fomnation of such a group is referred to 
as grouping. Normally, the grouping forms a group com- 
prising apparatuses and mediums, which are owned by 
-an Individual. Conventionally, the grouping also includes 
an operation to set a group key for each group. By as- 

25 sociating a plurality of apparatuses and nnedi urns col- 
lected In a group with a common license, however, the 
grouping can be done with ease. 
[0203] In addition, the grouping can be carried out by 
cataloging the apparatuses in advance. This kind of 

^0 grouping Is explained as follows. 

[0204] In this case, the user needs to catalog certifi- 
cates of apparatuses to be grouped in a server in ad- 
vance. The processing to catalog such certificates is ex- 
plained by referring to flowcharts shown in Figs. 35 and 

35 36. 

[0205] Ftnst of all, the processing to catalog the certif- 
icate of a client, that is, an apparatus to be grouped, is 
explained by referring to the flowchart shown in Fig. 35. 
As shown in the figure, the flowchart begins with a step 
40 S261 at which the CPU 21 employed in the client 1 cre- 
ates its own certificate as a certificate of ah apparatus 
to be grouped. This certificate includes its own disclosed 
key. 

[0206] Then, at the next step S262, the CPU 21 
^5 makes an access to the content server 3 on the basis 
of an input entered by the userto the input unit 26. Sub- 
sequently, at the next step S263, the certificate created 
at the step S261 Is transmitted to the content server 3. 
[0207] It should be noted that a certificate received 
50 from the license server 4 can also be used as it is as the 
certificate described above. 

[0208] The processing described above is carried out 
by alt apparatuses to be grouped. 
[0209] By referring to the flowchart shown in Fig. 36, 
55 the following description explains processing carried out 
by the content server 3 to catalog a certificate created 
by the processing carried out by the client 1 to catalog 
the certificate as represented by the flowchart shown in 
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Fig. 35. 

[0210] As shown in the figure, the flowchart begins 
with a step S271 at which the CPU 21 employed in the 
content server 3 receives a certificate from the client 1 . 
Then, at the next step S272, the certificate is cataloged 
in the storage unil 28. 

[021 1] The processing described above is carried out 
for each apparatus to be grouped. As a result, certifi- 
cates of devices composing each group are cataloged 
in the storage unit 28 employed in the content server 3 
as shown in Fig. 37. 

[0212] In the example shown in Fig. 37, certificates 
C11 to C14 are cataloged as certificates of group 1. 
These certificates C11 to CI 4 include con-esponding 
disclosed keys Kp^^ to Kpi4 respectively. 
[021 3] By the same token . certificates C21 to C23 are 
cataloged as certificates of group 2. These certificates 
C21 to C23 include con-esponding disclosed keys Kp2i 
to Kp23 respectively. 

[021 4] With a certificate cataloged for each apparatus 
composing such a group, the content server 3 carries 
out processing represented by a flowchart shown in Fig. 
38 when the user of an apparatus pertaining to a group 
makes a request for presentation of a content. 
[0215] As shown in the figure, the flowchart begins 
with a step S281 at which the CPU 21 employed in the 
content server 3 carries out processing to authenticate 
the group's certificate selected among the ones catal- 
oged in the storage unit 28. 

[0216] As explained earlier by referring to Figs. 29 and 
30, in this authentication processing, an EKB is traced 
by using tags on the basis of the apparatus* leaf ID in- 
cluded In the certificate. The EKB has been distributed 
by the license server 4 to the content server 3. The au- 
thentication processing eliminates a revoked certificate. 
[0217] Then, at the next step S282, the CPU 21 em- 
ployed in the content server 3 selects a certificate de- 
temnined to be valid as a result of the authentication 
processing carried out at the step S281 . Subsequently, 
at the next step S283, the CPU 21 encrypts a content 
key by using a disclosed key of the apparatus* certificate 
selected in the processing carried out at the step S282. 
Then, at the next step S284. the CPU 21 transmits the 
content key encrypted in the processing carried out at 
the step S283 along with its content to the group's ap- 
paratus making the request for presentation of the con- 
tent. 

[0218] Assume that the certificate CI 4 of one of the 
groups shown in Fig. 37 has been revoked. In this case, 
in the processing carried out at the step S283, encrypted 
data shown in Fig. 39 is typically generated. 
[0219] To put in detail, in the encrypted data shown in 
Fig. 39, a content key Kc has been encrypted by using 
a disclosed key Kp^, of the certificate C11, a disclosed 
key Kpi2 of the certificate CI 2 or a disclosed key Kp^g 
of the certificate C13. 

[0220] When receiving the content from the license 
server 3 as a result of the processing represented by 



the flowchart shown in Fig. 38, the apparatus or the cli- 
ent pertaining to the group carries out processing rep- 
resented by a flowchart shown in Fig. 40. 
[0221] As shown in Fig. 40, the flowchart begins with 

5 a step S291 at which the CPU 21 employed in the client 
1 receives the content key Kc and the content, which 
are transmitted by the content server 3 in the processing 
earned out at the step S284 of the flowchart shown in 
Fig. 38. The content has been encrypted by using the 

10 content key Kc, which has been encrypted, by using a 
disclosed key held by the apparatus as described 
above. (Refer to Fig. 39). 

[0222] Then, at the next step S292, the CPU 21 de- 
crypts the content key Kc, which has been received in 
15 the processing carried out at the step S291 and is des- 
tined for the client 1 , by using a secret key owned by the 
client 1 . The CPU 21 then uses the decrypted content 
key to decrypt the content. 

[0223] For instance, take the apparatus correspond- 
20 ing to the certificate C11 shown in Fig. 39 as an example. 
The apparatus decrypts the content key Kc by using Its 
own secret key conrespondlng to the disclosed key Kp^^ . 
The apparatus then uses the decrypted content key Kc 
to decrypt the content. 
25 [0224] The same processing is candied out for appa- 
ratuses associated with the certificates CI 2 and C13. 
An apparatus associated with the revoked certificate 
C14 does not receive the content key Kc encrypted by 
its disclosed key attached to the content. Thus, the ap- 
30 paratus is not capable of decrypting the content key Kc 
by using its own secret key and thus incapable of de- 
crypting the. content by using the decrypted content key 
Kc. 

[0225] As described above, apparatuses are grouped 
35 with respect to content keys, that is, contents. However, 
apparatuses are grouped with respect to license keys, 
that Is, licenses. 

[0226] As described above, apparatuses can be 
grouped without using special group keys or ICVs (In- 

40 tegrity Check Values) to be described later. This kind of 
grouping is suitable for a group with a small scale. 
[0227] In accordance with the present embodiment, a 
license can be checked out, checked in, moved and cop- 
ied. However, these operations must be based on rules 

45 detennined by the SDMI. 

[0228] By referring to flowcharts shown In Figs. 41 
and 42, the following description explains processing to 
check out a license by using such a client. 
[0229] The description begins with an explanation of 

50 processing carried out by a client to check out a license 
to another client with reference to the flowchart shown 
in Fig. 41. As shown in the figure, the flowchart begins 
with a step S301 at which the CPU 21 employed in the 
client 1 reads out the number of check-out operations 

55 (N1) for a license to be checked out. The number of 
check-out operations (N1) Is included in usage condi- 
tions shown in Fig. 8. Thus, the number of check-out 
operations (N1 ) is read out from the usage conditions. 
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[0230] Then, at the next step S302, the CPU 21 em- 
ployed in the client 1 reads out the maximum number of 
check-out operations (N2) for a license to be checked 

out. Also in this case, the maximum number of check- 
out operations (N2) is read out from the usage condi- 5 
tipns. 

[0231] Subsequently, al the nexlstep S303, the CPU 
21 compares the number of check-out operations (N1) 
read out at the step S301 with the maximum number of 
check-out operations (N2) read out at the step S302 to io 
form a judgment as to whether the number of check-out 
operations (N1 ) is greater or smaller than the maximum 
number of check-out operations (N2). 
[0232] If the number of check-out operations (N1) is 
found smaller than the maximum number of check-out is 
operations (N2), the flow of the processing goes on to 
a step S304 at which the CPU 21 acquires the leaf key 
of a partner apparatus from the partner apparatus, 
which is a client serving as a check-out destination. The 
acquired leaf key is cataloged on a check-out list stored 20 
in the storage unit 28, being associated with a license 
ID serving as a check-out object. 
[0233] Then, atthe next step S305, the CPU 21 Incre- 
ments the number of check-out operations (N1 ) read out 
at the step S301 by 1. Subsequently, at the next step 25 
S306, the CPU 21 finds an ICV based on the message 
of the license. The ICV will be described later by refer- 
ring to Figs. 46 to 60. By using the ICV, it is possible to 
prevent the license from being falsified. 
[0234] Then, at the next step S307, the CPU 21 en- 30 
crypts the license sen/Ing as the check-out object and 
the ICV found at the step 8306 by using the disclosed 
key owned by the client 1 itself. The encrypted license 
and the encrypted ICV are Iransmilled to the partner ap- 
paratus to be copied thereby along with an EKB and a 35 
certificate. Subsequently, at the next step S308, the 
CPU 21 catalogs the ICV found at the step S306 on the 
check-out list stored in the storage unit28 by associating 
the ICV with the license ID and the leaf key of the partner 
apparatus. ^0 
[0235] If the outcome of the judgment formed at the 
step S303 indicates that the number of check-out oper- 
ations (N1) is not smaller than (for example, equal to) 
the maximum number of check-out operations (N2). on 
the other hand, the flow of the processing goes on to a 
step 8309 at whfch the CPU 21 carries out an error-han- 
dling process. This is because, since the number of 
check-out operations (N1) is not smaller than the max- 
imum number of check-out operations (N2), Indicating 
that the license has been checked out as many times so 
as the number of allowable check-out operations (N2), 
the license can no longer be checked out. Thus, In this 
case, the license is not checked out. 
[0236] By referring to the flowchart shown in Fig. 42, 
the following description explains processing carried out ss 
by a client receiving a license checked out in the chsKck- 
out processing represented by the flowchart shown In 
Fig. 41. 



[0237] The flowchart. shown in Fig. 42 begins with a 
step S321 at which the CPU 21 employed in the client 
transmits the leaf key owned by the client itself to the 
partner apparatus, that Is, the client 1 checking out a 
license. The leaf key is stored in the partner apparatus 
at Ihe step S304, being associated with a license ID. 
[0238] Then, al the next step 8322, the CPU 21 re- 
ceives an encrypted license and an encrypted ICV along 
with an EKB and a certificate from the partner client 1 . 
As described earlier, the partner client 1 transmits the 
encrypted license and the encrypted ICV along with the 
EKB and the certificate at the step 8307 of the flowchart 
shown in Fig. 41 . 

[0239] Subsequently, at the next step 8323, the CPU 
21 stores the encrypted license, the encrypted ICV, the 
EKB and the certifbate, which were received at the step 
8322. in the storage unit 28. 

[0240] The client 1 receiving a checked-out license as 
described above uses the checked-out license to play 
back a content In accordance with processing repre- 
sented by a flowchart shown In Fig. 43. 
[0241] As shown In the figure, the flowchart begins 
with-a-step 8341 at-which the CPU 21 employed in the 
client 1 finds an ICV of a content specified by a com- 
mand entered by the user to the input unit 26 as a con- 
tent to be played back. Subsequently^ at thie next step 
8342. the CPU 21 decrypts an encrypted ICV stored in 
the storage unit 28 by using a disclosed key included In 
the certificate. 

[0242] Then, at the next step 8343, the CPU 21 fonns 
a judgment as to whether or not the ICV found at the 
step S341 matches the ICV read out and decrypted in 
the processing carried out at the step 8342. The former 
matching the latter indicates that the license has not 
been falsified. In this case, the flow of the processing 
goes on to a step S344 at which the CPU 21 carries out 
processing to play back the content. 
[0243] If the outcome of the judgment formed at the 
step 8343 indicates that the two ICVs do not match each 
other, it is feared that the license has been falsified, on 
the other hand. In this case the flow of the processing 
goes on to a step S345 at which the CPU 21 carries out 
an error-handling process. That is to say, the content 
cannot be played back by using this license. 
[0244] By referring to a flowchart shown in Fig. 44. the 
following description explains processing carried out by 
a client to check in a license, which was once checked 
out to another client 1 as described above. 
[0245] As shown in the figure, the flowchart begins 
with a step 8361 at which the CPU 21 employed in the 
client receives the leaf key of a partner apparatus and 
the ID of a license to be checked in. The partner appa- 
ratus is a client 1 , which returns or checks in a license. 
Then, at the next step 8362, the CPU 21 forms a judg- 
ment as to whether or not the license to be checked in, 
which Is obtained at the step 8361 , is a license checked 
out by the client itself to the partner apparatus. This judg- 
ment is based on the ICV, the leaf key and the license 
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ID, which were stored in the storage unit 28 in the . 
processing carried out at the step S308 of the flowchart 
shown in Fig. 41 . That Is to say, the CPU 21 determines 
whether the ICV, the leaf key and the license ID, which 
were received at the step S361 , have been cataloged 
on the check-out list stored in the storage unit 28. if they 
have been cataloged on the check-out list, the CPU 21 
determines that the license to be checked in is a license 
checked out by the client itself to the partner apparatus. 
[0246] If the license to be checked in is a license 
checked out by the client itself to the partner apparatus, 
the flow of the processing goes on to a step S363 at 
which the CPU 21 makes a request for deletion of the 
EKB, the certificate and the license of the partner appa- 
ratus. As will be described later, the partner apparatus 
deletes the license, the EKB and the certificate at a step 
S383 of a flowchart shown in Fig. 45 in accordance with 
the request. 

[0247] Then, at the next step S364, since a check-out 
license is checked in, the CPU 21 decrements the 
number of check-out operations (N1 ) by 1 . 
[0248] Subsequently, at the next step S365, the CPU 
21 forms a judgment as to whether or not another li- 
cense has been checked out to the partner apparatus. 
If another license checked out to the partner apparatus 
does not exist, the flow of the processing goes on to a 
step S366 at which the CPU 21 deletes the partner ap- 
paratus from the check-out list for cataloging the partner 
apparatus as a check-in-partner apparatus, if the out- 
come of the judgment formed at the step S366 indicates 
that another license checked out to the partner appara- 
tus exists, on the other hand, the processing of the step 
S366 is skipped. This is because it is quite within the 
bound of possibility that the other license is checked in 
by the partner apparatus. 

[0249] If the outcome of the judgment fomned at the 
step S362 indicates that the license to be checked in is 
not a license checked out by the client itself to the part- 
ner apparatus, on the other hand, the flow of the 
processing goes on to a step S367 at which the CPU 21 
carries out an error-handling process. That is to say, in 
this case, the check-in processing is not carried out 
since the license is not a license managed by the client 
itsetf. 

[0250] In an attemptmadeby the userto illegally copy 
the license, the check-in processing cannot be carried 
out since the stored ICV is not equal to the ICV found 
on the basis of the license acquired in the processing 
carried out at the step S361 . 

[0251] Fig. 45 is a flowchart representing processing 
carried out by a client 1 issuing a request for the 
processing to check in a license to another client carry- 
ing out the license-check-in processing represented by 
the flowchart shown in Fig. 44. 

[0252] The flowchart shown in Fig. 45 begins with a 
step S381 at which the CPU 21 employed in the client 
1 transmits a leaf key and the ID of a license to be 
checked in to a partner apparatus, which is the client 1 



carrying out the license-check-in processing represent- 
ed by the flowchart shown in Fig. 44. As described 
above, the partner apparatus receives the leaf key and 
the license ID at the step S361 and carries out process- 

5 ing to authenticate the license to be checked in on the 
basis of the leaf key and the license ID at the step S362. 
[0253] Then, at the next step S382, the CPU 21 em- 
ployed in the client 1 fomns a judgment as to whether or 
not a request for deletion of the license has been re- 

10 ceived from the partner apparatus. As described earlier, 
if the license is a proper license to be checked in, the 
partner apparatus makes a request for deletion of the 
license, the EKB and the certificate in the processing 
can-led out at the step S363. If the outcome of the judg- 
es ment formed at the step S382 indicates that such a re- 
quest has been received, the flow of the processing 
goes on to a step S383 at which the CPU 21 deletes the 
license, the EKB and the certificate. That is to say, the 
client 1 thus becomes no longer capable of using the 

20 license. Since the number of check-out operations (N1 ) 
is decremented by 1 by the partner apparatus In the 
processing carried out at the step S364 of the flowchart 
shown in Fig. 44, the check-in processing is ended. 
[0254] If the outcome of the judgment fomried at the 

25 step S382 indicates that such a request was not re^ 
ceived, on the other hand, the flow of the processing 
goes on to a step S384 at which the CPU 21 carries out 
an error-handling process. That is to say. In this case, 
the check-In processing cannot be carried out due to 

30 some reasons such as a discrepancy In ICV. 

[0255] The check-out processing and the check-in 
processing have been explained so far Processing to 
copy or move a license can also be carried out as well. 
[0256] The following description explains processing 

35 to generate an ICV (Integrity Check Value) of a license, 
associate the ICV with the Iteense and form a judgment 
as to whether or not the license has been falsified by 
computation of an ICV in order to prevent the license 
from being falsified. It should be noted that the same 

40 processing can be applied to a content. 

[0257] An ICV (Integrity Check Value) of a license is 
computed by typically application of a hash function to 
the license as follows: 

ICV = hash(Ktev, L1 , L2, •-) 

where notation Kiev denotes an ICV generation key 
whereas symbols LI and t-2 each denote Information on 

50 the license. A MAC (Message Authentication Code) of 
important infomnation of the license is used as the infor- 
mation represented by LI and 1-2. 
[0258] Fig. 46 is a diagram showing typical generation 
of a MAC value by using a DES encryption processing 

55 configuration. As is obvious from the configuration 
shown in Fig. 46, a processed message is divided into 
8-byte units. In the following description, the divided 
message is referred to as Ml , M2, and MN. First of 
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all, an initial value IV and Ml are supplied to a process- 
ing unit 24-1 A for carrying out exclusive logical sum 
processing to result in an exclusive logical sum II . Then, 
the exclusive logical sum II is supplied to a DES encryp- 
tion unit 24-1 B for encrypting 11 by using a key K1 to 5 
produce an encryption result El . Subsequently, El and 
M2 are supplied to a processing unit 24-2A for carrying 
out exclusive logical sum processing to result in an ex- 
clusive logical sum 12. Then, the exclusive logical sum 
12 is supplied to a DES encryption unit 24-2B for en- io 
crypting 12 by using a key K1 to produce an encryption 
result E2. Thereafter, these operations are carried out 
repeatedly to encrypt all the messages. Eventually, a re- 
sult EN generated by a DES encryption unit 24-NB is a 
MAC (Message Authentication Code). 15 
[0259] A hash function is then applied to such a li- 
cense MAC value and an ICV generation key to gener- 
ate ah ICV (Integrity Check Value). For example, an ICV 
computed at generation of a license is compared with 
an ICV newly calculated from a license. If the ICVs 
match each other, the license is assured not to have 
been falsified. If the ICVs do not match each other, on 
the other hand, the license is detemnined to have been 
falsified. 

[0260] The following description explains a conf igura- 
tion to use an EKB (Enabling Key Block) for transmitting 
a key Kiev for generating an ICV (Integrity Check Value) 
of a license. In the configuration, message data encrypt- 
ed by using the EKB is used as the key Kiev for gener- 
ating an ICV (Integrity Check Value)-^of a license. 30 
[0261] To put it concretely, Figs. 47 and 48 are each 
a diagram showing a typical configuration of using an 
EKB (Enabling Key Block) to distribute a key Kiev for 
generating a common license's ICV (Integrity Check 
Value) for forming a judgment as to whether or not the 35 
license has been falsified when transmitting the license 
to a plurality of devices. To be more specific, Fig. 47 is 
a diagram showing typical distribution of a decryptabte 
key Kiev for generating a license's ICV (Integrity Check 
Value) to devices 0, 1 > 2 and 3. On the other hand, Fig. 
48 is a diagram showing typical distribution of a decryp- 
table key Kiev for generating a license's ICV (Integrity 
Check Value) to devices 0, 1 , and 2 only but not to device 
3, which has been revoked. 

[0262] In the typical distribution shown in Fig. 47. an 
encrypted EKB (Enabling Key Block), which can be de- 
crypted, is generated. The EKB is used for transmitting 
data Enc(K(t)00. Kiev) and an updated node key K(t)00 
to devices 0, 1 , 2 and 3. The data Enc(K(t)O0, Kiev) is a 
result of encryption of the check-value generation key so 
Kiev by using the updated node key K(t)00. The node 
key K(t)00 has been updated by using a node key and 
a leaf key. which are owned by each of devices 0,1,2 
and 3. As shown on the right side of Fig. 47, first of all, 
each of devices 0,1,2 and 3 decrypts the EKB to obtain 
the updated node key K(t)O0. Then, the updated node 
key K(t)O0 is used for decrypting the encrypted check- 
value generation key Enc(K(t)00, Kiev) to obtain the 



check-value generation key Kiev. 
[0263] Other devices 4, 5, 6, 7 and so on are each 
incapable of obtaining the updated node key K(t)00 by 
processing an EKB (Enabling Key Block) and by using 
a node key and a leaf key, which are owned by each of 
devices, even if the EKB is received by Ihe^ devices. 
Thus, the check-value generation key can be transmit- 
ted to only authorized devices with a high degree of 
safety. 

[0264] Fig. 48 is a diagram showing a case in which 
device 3 pertaining to a group enclosed by a dotted line 
in Fig. 12 has been revoked because, for example, a 
key has leaked out, so that an EKB (Enabling Key Block) 
is generated and distributed to only other members of 
the group, namely, devices 0, 1 and 2. The EKB (Ena- 
bling Key Block) can be decrypted only by the device 0, 
1 and 2. The EKB (Enabling Key Block) shown in Fig. 
48 and data Enc(K(t)00, Kiev) are distributed. As de- 
scribed eariier, the data Enc(K(t)00, Kiev) is a result of 
encryption of a check-value generation key Kiev by us- 
ing a node key K(t)00. 

[0265] On the right side of Fig. 48, a decryption pro- 
cedure is shown. As shown in the figure, first of all, de- 
vices 0, 1 and 2 each acquire the updated node key K 
(t)00 by carrying out processing to decrypt the received 
EKB (Enabling Key Block) by using a leaf key or a node 
key owned by itself. Then, the check-value generation 
key Kiev is obtained by decryption based on the updated 
node key K(t)00. 

[0266] Other devices 4, 5, 6 and so on of the group 
shown in Fig. 12 are each incapable of acquiring the up- 
dated node key K(t)00 by using its own leaf key and 
node key even If the same EKB (Enabling Key Block) is 
distributed to those other devices. By the same token, 
revoked device 3 is also incapable of acquiring the up- 
dated node key K(t)00 by using Its own leaf key and 
node key even if the same EKB (Enabling Key Block) is 
distributed to this device. Thus, only an authorized de- 
vice is capable of decrypting and using the check-value 
generation key Kiev. 

[0267] In this way, by utilizing distribution of the check- 
value generation key Kiev through the use of an EKB, 
the amount of distributed data can be reduced and it is 
possible to safely distribute the check-value generation 
key Kiev to cnly authorized parties capable of decrypting 
the check-value generation key Kiev. 
[0268] By using such an ICV (Integrity Check Value) 
of a license, it is possible to avoid illegal copies of the 
EKB and the encrypted license. Assume that media 1 is 
used for storing licenses LI and L2 along with an EKB 
(Enabling Key Block) that can be used for acquiring their 
license keys as shown in Fig. 49A. Let what is stored in 
media 1 be copied to media 2. In this case, the EKB and 
the licenses can be copied. A device capable of decrypt- 
ing the EKB will also be capable of using the licenses. 
[0269] In a configuration shown in Fig. 49B, an integ- 
rity check value ICV(L1 , L2) is stored in each media, be- 
ing associated with licenses also stored therein. It 
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should be noted that ICV(L1 , L2) is an integrity checl< 
value of licenses L1 and L2 and is connputed by applying 
a hash function to licenses L1 and L2 as follows: 

ICV=hash(Kicv, L1,L2) ^ 

[0270] In the configuration shown in Fig. 49B, infor- 
mation stored in media 1 include licenses 1 and 2 as 
well as the integrity check value ICV(L1, L2), which is io 
computed by applying a hash function to licenses LI and 
12. On the other hand, infonnation stored in media 2 
includes license 1 and an integrity check value ICV{L1), 
which is computed by applying a hash function to license 
L1. IS 
[0271] In this configuration, assume that {EKB, li- 
cense 2} is copied from media 1 to media 2. In this case, 
a new license check value ICV(L1 , L2) can be generated 
in media 2. The new license check value ICV(L1 , L2) is 
different from Kicv(L1) stored in media 2. It is thus ob- 20 
vious that the new license check value ICV(L1 , L2) can 
be used to store a new license in media 2 by falsification 
or an illegal copy operation. In a device for playing back 
infomiation stored in media 2, however, generated and 
stored ICVs can be checked at a step prior to a playback 25 
step to fonn a judgment as to whether the ICVs match 
each other. If the generated ICV is detennined to be an 
ICV not matching the stored ICV, no playback operation 
is carried out. In this way, in this configuration, it is pos- 
sible to prevent the license obtained by falsification or 30 
by carrying out an illegal copy operation from being 
played back. 

[0272] In addition, In order to further enhance the de- 
gree of safety, it is possible to devise a conHguralion in 
which the ICV (Integrity Check Value) of a license is gen- 55 
erated on the basis of data including the value of a wri- 
table counter. To put it concretely, in the configuration, 
the ICV (Integrity Check Value) of a license is computed 
as follows: 

40 

ICV = hash(Kicv, counter + 1 , L1 , L2. •••) 

where notation (counter + 1 ) indicates that the value of 
the counter is incremented by 1 each time the ICV is ^5 
updated. It should be noted that the value of the counter 
needs to be stored in a secure memory In this configu- 
ration. 

[0273] Moreover, in a configuration wherein the ICV 
(Integrity Check Value) of a license cannot be stored in so 
the same media as the license, the ICV (Integrity Check 
Value) of the license may be stored in a media different 
from the media for storing the license. 
[0274] Assume that a license is stored in a media with 
no protection against an illegal copy operation. Exam- 55 
pies of such a media are a read-only memory and an 
ordinary MO disk In this case, If an ICV (Integrity Check 
Value) is also stored in the same media, it is quite within 



the bounds of possibility that an unauthorized user is 
capable of updating the ICV. It is thus feared that the 
safety of the ICV Is not assured. In order to solve this 
problem, the ICV is stored in a safe media of the host 
machine and used for controlling operations to copy the 
license. Examples of the copy operalion are operations 
lo check in, check out and move the license. In such a 
configuration, it is thus possible to execute safety man- 
agement of the ICV and check falsification of the license. 
[0275] Fig. 50 is a diagram showing a typical config- 
uration implementing the scheme described above. In 
the typical configuration shown in Fig. 50, a media 2201 
with no protection against an illegal copy operation is 
used for storing licenses 1 to 3. Examples of the media 
2201 are a read-only memory and an ordinary MO disk 
On the other hand, an ICV (Integrity Check Value) for 
these licenses is stored in a safe media 2202 employed 
in a host machine to which the user is not allowed to 
make an access with a high degree of freedom. Thus, 
in this typical configuration, the user is prevented from 
illegally updating the ICV (Integrity Check Value). When 
a device on which the media 2201 Is mounted plays 
back infonnation from the media 2201 , for example, a 
PC serving as the host machine of the device or a server 
may be configured to check ICVs for forming a judgment 
as to whether or not the media Is allowed to play back. 
In such a configuration, it is thus possible to prevent an 
operation to play back an illegally copied or falsified li- 
cense. 

[0276] In addition, a client provided by the present in- 
vention can also be implemented by an apparatus other 
than the so-called personal computer. Examples of an 
apparatus other than the so-called personal computer 
are a PDA (Personal Digital Assistant), a cellular phone 
and a game temninal. 

[0277] If the series of pieces of processing is imple- 
mented by software, a program composing the software 
can be installed from a network or a recording medium 
into a computer including embedded special hardware 
or into a computer of another type such as a general- 
purpose personal computer capable of carrying out a 
variety of functions by execution of various programs in- 
stalled in the personal computer. 
[0278] A recording medium provided separately from 
the main unit of the apparatus serving as a client or a 
server is distributed to users for presenting a program 
recorded in the medium to users. The recording medium 
can be a package medium. As shown in Fig. 2, exam- 
ples of the package medium are the magnetic disk 41 
including a floppy disk, the optical disk 42 including a 
CD-ROM (Compact-Disk Read-Only Memory) and a 
DVD (Digital VersatileA/ldeo Disk), the magneto-optical 
disk 43 including an MD (Mini Disk) and the semicon- 
ductor memory 44. Instead of installing a program from 
a network or a recording medium, the program can be 
presented to a user by storing in advance the program 
in a recording medium embedded in the main unit of the 
apparatus. As shown in Fig. 2, examples of the embed- 
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ded recording medium are the ROM 22 and a hard disk 
included in the storage unit 28. 

[0279] In this specification, steps describing a pro- 
gram stored in the recording medium can of course be 
executed sequentially one step after another in accord- 
ance wilh a written procedure. II should be noted, how- 
ever, thai Ihe steps do nol have lo be executed sequen- 
tially but, instead, the steps may also include pieces of 
processing to be carried out in parallel or individually. 
[0280] In addition, it Is desirable to also encrypt a pro- 
gram executed to implement processing related to se- 
curity In order to prevent the processing of the program 
itself from being analyzed. For example, a program of 
processing carried out to execute an encryption process 
can be designed as a tamper resistant module. 
[0281] Furthermore, the information included in the 
header of a content to specify a license for allowing the 
use of the content does not have to be a license ID for 
uniquely Identifying the license. In the embodiment de- 
scribed above, a license ID is infomnation for specifying 
a license required in utilization of a content, information 
for specifying a content the use of which is allowed by 
a certain license and Information for identifying a license 
requested by a license request from the client 1 . Instead, 
a list of various kinds of attribute information related to 
a content may also be included in the content, and con- 
ditions of attribute of contents may also be Included in 
a license tor specifying contents allowed to be used. In 
this case, attribute information included in a content is 
Infomnation for specifying a license for allowing utiliza- 
tion of the content and information for specifying a con- 
tent the use of which is allowed by a license In accord- 
ance with a condition equation included in the license. 
A license ID is information for uniquely identifying a li- 
cense. In this way, a content can be associated with a 
plurality of licenses so that the content can be issued in 
a more flexible manner. 

[0282] In addition, the technical tenri 'content-ex- 
changing system' used in this specification means the 
entire system comprising a plurality of apparatus. 
[0283] As described above, in accordance with the in- 
formation-processing apparatus and method provided 
by the above described embodinrients of the invention 
and the program for implementing the infonmation- 
processlng method, encrypted data can be distributed 
with a high degree of freedom and, by acquiring a li- 
cense provided separately from a content, the user is 
capable of utilizing the content. As a result, a copyright 
can be protected and a proper usage fee can be collect- 
ed without a hindrance to distribution of a content. 



Claims 

1. An Information-processing apparatus for allowing 
usage of a content by requiring a license for using 
said content, said infonnatipn-processing appara- 
tus comprising: 



content storage means for storing a license- 
specifying information for specifying said li- 
cense required by said user in using said con- 
tent, encrypted data of said content and key In- 

5 formation required for decrypting said encrypt- 

ed data of said content; 
license storage means for storing said license 
including a content-specifying information for 
specifying said content, the use of which is al- 

10 lowed; 

Judgment means for fonning a judgment as to 
whether or not said license required by said us- 
er in using said content has been stored in said 
license storage means; and 

IS decryption means, which is used for decrypting 

said encrypted data of said content on condition 
that an outcome of said judgment formed by 
said judgment means indicates that said li- 
cense required by said user in using said con- 

20 tent has been stored in said license storage 

means. 

2. An information-processing apparatus according to 
claim 1 , further comprising: 

25 

transmission means for transmitting a license 
request including said license-identification In- 
formation for identifying said license required 
by said user In using said content to a license 
30 server; and 

receiving means for receiving said Ibense 
transmitted by the license server, 

wherein said Ibense received by said receiv- 
es ing means is stored in said license storage means. 

3. An Information -process ing apparatus according to 
claim 1 , further comprising reproducing means for 
reproducing said content's data decrypted by said 

40 decryption means, wherein said data of said con- 
tent is text data, image data, audio data, moving- 
picture data or a combination of them. 

4. An information-processing apparatus according to 
45 claim 1 , further comprising device-node-key stor- 
age means for storing a device node key, wherein: 

said key information includes an EKB (Enabling 
Key Block); and 

so said decryption means decrypts said EKB (En- 

abling Key Block) by using said device node 
key stored in said device-node-key storage 
means, and decrypts data of said content by us- 
ing a root key obtained as a result of decryption 

55 of said EKB. 

5. An information-processing apparatus according to 
claim 4 wherein: 
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said key Information further includes a content 
key encrypted by using said root key of said 
EKB (Enabling Key Block); 
said data of said content is encrypted by using 
said content key; and 

said decrypllon nneans decrypts said data of 
said content encrypted by using said content 
key by using said root key obtained as a result 
of decryption of said EKB (Enabling Key Block) 
by using said device node key stored in said 
device-node-key storage means. 

6. An information-processing apparatus according to 
claim 1 wherein said license further Includes usage- 
condition information showing a condition for using 
said content use of which is allowed by said li- 
cense. 

7. An information-processing apparatus according to 
claim 1 wherein said license further includes an 
electronic signature signed by using a secret key of 
a license server. 

8. An information-processing apparatus according to 
claim 2, further comprising a terminal-ID storage 
means for storing a terminal specifying Information 
identifying said information-processing apparatus, 
wherein: 

said license request transmitted by said trans- 
mission means further includes said terminal- 
Identification information stored in said termi- 
nal-ID storage means; 

said license received by said receiving means 
includes a terminal ID; and 
said judgment means compares said terminal- 
Identification information Included in said li- 
cense with said terminal-Identification informa- 
tion stored in said terminal-ID storage means, 
and detemnines that said license received by 
said receiving means is a license allowing use 
of said content only If said terminal-identifica- 
tion information included in said license match- 
es said temninal-identification information 
stored In said temninal-lD storage means. 

9. An Information-processing method for allowing a 
user to use a content by requiring said user to have 
a license for using said content, said information- 
processing method comprising: 

a content storage step of storing a license- 
specifying information for specifying said li- 
cense required by said user in using said con- 
tent, encrypted data of said content and key In- 
fonmation required for decrypting said encrypt- 
ed data of said content; 
a license storage step of storing said license 



including a content-specifying information for 
specifying said content, the use of which is al- 
lowed by said license; 

a judgment step of fomrilng a Judgment as to 
5 whether or not said license required by said us- 

er in using said conlenl has been stored in said 
license storage means; and 
a decryption step, at which said encrypted data 
of said content is decrypted on condition that 
10 an outcome of said judgment formed at said 

judgment means indicates that said license re- 
quired by said user in using said content has 
been stored In said license storage means. 

15 10. A program to be executed by a computer for carry- 
ing out processing of allowing a user to use a con- 
tent by requiring said user to have a license for us- 
ing said content, said program comprising: 
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a content storage step of storing a license- 
specifying Information for specifying said li- 
cense required by said user in using said con- 
tent, encrypted data of said content and key In- 
formation required for decrypting said encrypt- 
ed data of said content; 
a license storage step of storing said Iteense 
including a content-specifying information for 
specifying said content, the use of which is al- 
lowed by the license; 

a judgment step of fomning a judgment as to 
whether or not said license required by said us- 
er in using said content has been stored in said 
license storage means 

a decryption step, at which said encrypted data 
of said content is decrypted on condition that 
an outcome of said judgment formed at said 
judgment means indicates that said license re- 
quired by said user in using said content has 
Ipeen stored in said license storage means. 

11. A program according to claim 10, said program or 
a portion of said program encrypted. 

12. A license server for issuing a license for allowing 
use of a content, said license server comprising: 

license storage means for storing said Ik^ense 
including: 

a content-specifying information for speci- 
fying said content, use of which is allowed 

by said license; and 

a terminal-identification information for 
identifying an information -processing ap- 
paratus; 

receiving means for receiving a license re- 
quest including a license-identification in- 
formation for identifying said license from 
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said information-processing apparatus; 
extraction means for extracting said li- 
cense identified by said license-Identifica- 
tion information included in said license re- 
quest from said license storage means; ^ 
processing means for adding said termi- 
naMdentiricalton information to said li- 
cense extracted by said extraction means; 
signature means for putting a signature on 
said license including said terminal-identi- 
fication information added by said process- 
ing means by using a secret key of said li- 
cense server; and 

transmission means for transmitting said li- 
cense with said signature put thereon by 
said signature means to said infomiation- 
processing apparatus, from which said li- 
cense request was received. 

13. An information-processing method for issuing a li- 20 
cense for allowing use of a content, said informa- 
tion-processing method comprising: 

a license storage step of storing said license 
including: 

a content-specifying information for speci- 
fying said content, use of which is allowed 
by said license; and 

a terminal-identification infomnation for 30 
identifying an infomriation-processing ap- 
paratus; 

a receiving step of receiving a license re- 
quest including a license-identirication in- 
fonmation for identifying said license from 35 
said information-processing apparatus; 
an extraction step of extracting said license 
stored in said license storage means and 
identified by said license-identification in- 
formation included in said license request; 
a processing step of adding said terminal- 
identification information to said license ex- 
tracted at said extraction step; 
a signature step of putting a signature on 
said license including said terminal-identi- 45 
fication information added at said process- 
ing step by using a secret key of a license 
server used in said information-processing 
method; and 

a transmission step of transmitting said li- so 
cense with said signature put thereon at 
said signature step to said infonnation- 
processing apparatus, from which said li- 
cense request was received. 
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14. A program to be executed by a computer for cany- 
Ing out processing of issuing a licerise for allowing 
use of a content, said program comprising: 



a license storage step of storing said license 
including: 

a content-specifying information for speci- 
fying said content, use of which is allowed 
by said license; and 

a terminal-identification information for 
identifying an information-processing ap- 
paratus; 

. a receiving step of receiving a license re- 
quest including a license-identification in- 
fomnation for identifying said license from 
said information-processing apparatus; 
an extraction step of extracting said license 
stored in said license storage means and 
identified by said license-identification in- 
formation Included in said license request; 
a processing step of adding said terminal- 
identification Information to said license ex- 
tracted at said extraction step; 
a signature step of putting a signature on 
said license including said tenninal-identi- 
fication information added at said process- 
ing step by using a secret key of a license 
server used in said information-processing 
method; and 

a transmission step of transmitting said li- 
cense with said signature put thereon at 
said signature step to said information- 
processing apparatus, from which said li- 
cense request was received. 
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